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Due to the wide applications, spam detection has long been a hot research topic in both
academia and industry. Existing studies show that behavior features are effective in distin-
guishing the spam and legitimate reviews. However, it usually takes a long time to collect
such features and thus is hard to apply them to cold-start spam review detection tasks.
Recent advances leveraged the neural network to encode the various types of textual, be-
havior, and attribute information for this task. However, the inherent problem, i.e., lack of
effective behavior features for new users who post just one review, is still unsolved.

In this paper, we exploit the generative adversarial network (GAN) for addressing this
problem. The key idea is to generate synthetic behavior features (SBFs) for new users from
their easily accessible features (EAFs). Specifically, we first select six well recognized real
behavior features (RBFs) existing for regular users. We then train a GAN framework in-
cluding a generator to generate SBFs from their EAFs including text, rating, and attribute
features, and a discriminator to discriminate RBFs and SBFs. We design a new implementa-
tion of generator and discriminator for effective training. The trained GAN is finally applied
to new users for generating synthetic behavior features. We conduct extensive experiments
on two Yelp datasets. Experimental results demonstrate that our proposed framework sig-
nificantly outperforms the state-of-the-art methods.

© 2020 Elsevier Inc. All rights reserved.

1. Introduction

Online reviews are playing more and more important roles for both product providers and customers. On one hand,
the decent reviews and high ratings increase the visibility of the products and push them ahead of unobtrusive ones. On
the other hand, positive or negative reviews have great impacts on the consumers’ purchase intentions [2,28]. Both give
strong incentives for fraudsters to play the system. As a result, an economy of paid reviews has flourished. For example,
Washington Post reported on April 23, 2018 that half of the 32,435 reviews for the top 10 Bluetooth headphones on Amazon
were problematic based on calculations using the ReviewMeta tool.!. Similarly, Dianping processed nearly 6,000,000 illegal

reviews in the first half of 2017.2

Fake or spam reviews destroy the trusts of customers, and the honest sellers and manufacturers. Consequently, automatic
detection of spam reviews becomes an urgent task and arouses great research interests [13,15,31,38,39]. Previous studies
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1 https://www.washingtonpost.com/business/economy/.
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in spam review detection primarily focused on exacting linguistic and behavioral features. However, there are two inherent
drawbacks when using linguistic or behavioral features. On one hand, linguistic features are ineffective in detecting the
real-life fake reviews [34,43], as the spammers tend to change their writing styles when posting spam reviews. On the other
hand, it usually takes a long time and efforts to collect a large number of samples to make the observations on behavior
features. When dealing with the cold-start problem, i.e., a review is just posted by a new reviewer, it is hard to construct
effective behavioral features for the new reviewer.

The cold-start spam review detection problem is critical in preventing the damage of spams in their early stage. Two
recent studies [43,47] proposed to encode various types of textual, behavior, and attributes information into the embed-
dings of reviews and/or reviewers for the cold-start problem. The embedding technique helps overcome data sparsity with
powerful expressive abilities, and hence two embedding models [43,47] show much better performance than the traditional
methods. Nevertheless, the inherent problem, i.e., lack of effective behavior features for new users who post just one review,
remains unsolved.

We build on ideas from many previous studies of finding effective behavior features, but we move one step further in
that we generate the synthetic behavior features (SBFs) for new users who actually do not have such features. To this end, we
resort to the recent advance in generative adversarial network (GAN). More specifically, we first extract six real behavior
features (RBFs) for regular users. These RBFs have been proven to be effective in spam review detection [8,20,34,38,42].
We then carefully select three types of easily accessible features (EAFs) including text, rating, and attribute features. The
rationale is that such features should exist for both regular users and new users. Taking these EAFs as the input, we generate
synthetic behavior features in the generator of the GAN, and the competition is performed between the synthetic and real
behavior features in the discriminator of the GAN. The trained GAN is finally applied to new users to get synthetic behavior
features which are actually not yet observed for these new users.

The traditional GAN involves two types of information like texts and images, and aims to transform one into the other,
e.g., images to texts or vice versa. Unlike texts and images, we cannot directly generate SBFs from RBFs as the new users do
not have RBFs. Our goal is to transform EAFs into SBFs, meanwhile, we hope the generated SBFs are close to RBFs. That is
to say, the EAFs serve as the connection between SBFs and RBFs. Therefore, we propose a new implementation of generator
and discriminator under the GAN framework. Firstly, our generator not only takes EAFs as an input but also is conditioned
on the auxiliary RBFs. Secondly, our discriminator introduces an extra loss to ensure the matching between EAFs and RBFs.

For example, given a user with his/her id and registration date as follows.

User’s id: b-QKRonggw94ftkrqZNvTg

User’s registration time: March, 2011

We would like to identify if the following review is a spam.

posting time: 3/8/2012

Review text: Went here on Valentine’s Day and was blown away by my meal! Everything was incredible and the only thing |
was less than impressed with was my dessert which was an assortment of chocolate treats. Cannot wait to try the brunch here
and without kids! I love this place!

Rating score: 4

Due to the lack of enough number of reviews, we cannot collect good behavior features for this user. A RBFs-based
classifier will classify this review as a normal one. However, we find our proposed model can make a correct prediction as
the GAN module generates effective SBFs based on the user’s registration time and the content. The reason might be two-
fold. The first is there are a number of spam users registering in the system in March, 2011, indicating that there might be
a fake reviewer group [32]. The second is that the style of the content is similar to those of real spam reviews. Both these
are captured by the GAN module when generating SBFs, and hence our model successfully recognizes this review as a spam
review.

In summary, the main contributions of our work are as follows.

1. We employ the GAN architecture to generate synthetic behavior features by competing with real behavior features which
have been proved to be effective in spam detection.

2. The synthetic behavior features are generated from several low-cost features which are easily accessible even for new
users in cold-start scenario.

3. We design a novel implementation of generator and discriminator which is critical for achieving superior performance.

We conduct extensive evaluations on two real world Yelp datasets. Results demonstrate that our model significantly
outperforms the state-of-the-art baseline methods.

2. Related work

We first review the related work on spam detection and generative adversarial networks (GAN) in this section, we then
discuss the potential application of our generated behavior features in other domains.
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2.1. Spam review detection

The problem of spam review detection has long been a hot research topic. Existing studies primarily focused on extract-
ing various linguistic features [9,10,14,15,18,21,23,36,45]. However, Mukherjee et al. [34] found that the linguistic features
were insufficient for finding spam reviews. Since the spammers may consistently write spam reviews [20], a good number
of studies paid attention on finding behavioral features of reviewers [1,8,16,17,24,32,34,41,44]. Another direction was towards
the integration of multiple information [12,13,20,38]. Overall, the traditional methods rely on the manually constructed fea-
tures which require great efforts from domain experts or much time to collect.

Recent years witnessed the booming of deep learning technique in spam review detection. Ren and Zhang [39] found that
CNN was more effective than RNN on encoding the spam reviews. Wang et al. [42] learned the embedding of the reviewer
and item using a tensor decomposition approach.

The problem of cold-start spam review detection was first introduced in [43] and an embedding learning model was
presented to jointly utilize the behavioral information of reviewers and the textual information. You et al. [47] further lever-
aged the abundant information from attributes and domain knowledge to alleviate data scarcity and enhance representation
of entities. While we aim to solve the same problem as that in [43,47], we propose a totally different framework which
exploits the adversarial network to generate the behavior features for new reviewers.

2.2. Generative adversarial networks (GAN)

Goodfellow el al. [11] proposed GAN which extends the idea of a generative machine by eliminating the Markov chains.
GAN is inspired by two-player zero-sum game and includes a generator and a discriminator, both trained under the adver-
sarial learning idea. The optimization process of GAN is a mini-max game process, and the optimization goal is to reach
Nash equilibrium [37]. Salimans et al. [40] presented several techniques for improving the stability of training and the
perceptual quality of GAN samples.

GAN has been applied to the research fields like vision tasks [40], speech and language processing [22,48]. However, non
existing work on spam review detection adopted this technique. We aim to exploit GAN to generate the behavior features
which are effective in spam detection but new users lack such information in the cold-start scenario.

2.3. Behavior computing

Behavior is a particularly important concept in various types of fields like science, economics, and politics [5], and thus
behavior computing [4,5,46] has aroused great research interests in recent years. Behavior refers to manner of behaving or
acting, and the action or reaction of any material under given circumstances in dictionaries. Human activities can be col-
lected from physical instruments such as radar [6], accelerometer [7], and wearable sensors [26,27,49], and a good number
of methods like probabilistic model and deep learning algorithms [25,27,35] have been developed for activity recognition.

While the aforementioned studies focus on physical activities, our research pays more attention to the social behaviors
collected from online web sites. Despite the difference between the collection and analysis of physical activities and those
of social behaviors, our method for generating behavior features can be applied to other domains whenever the real activity
features are hard to collect.

3. Real behavior and easily accessible features

We present real behavior features and easily accessible features in this section.

3.1. Real behavior features (RBFs)

We first introduce six real behavior features which are well recognized to be effective in spam detection [8,20,34,38,42].
Note these features only exist for regular reviewers. Different from new ones, regular reviewers registered in the system long
ago and ususally posted a number of reviews. The six RBFs are as follows.

(1) Activity Window (AW) [33,34] is the time difference between the first and the last review of a reviewer. Spam re-
viewers are more likely to post multiple spam reviews in one day or within a few days. Hence their activity window
is usually shorter than that of normal users.

(2) Maximum Number of Reviews (MNR) [34,38] is the maximum number of reviews a reviewer posts in a day. Spam
reviewers often do not spend too much time for a bit of benefit. Thus most of them will write many spam reviews in
one day.

(3) Percentage of Positive Reviews (PR) [34,38] is the percentage of high rating (4 or 5) reviews of one reviewers’ all
reviews. Most spammers aim to promote a product, and PR can reflect their purpose.

(4) Review Count (RC) [33,34] is the total number of reviews posted by reviewers. AW reflects reviewers’ short-term
activity trends, while RC reflects long-term ones.

(5) Reviewer Deviation (RD) [8,20,34,38,42] is the average rating deviation of a reviewer from rating of other reviewers
on the same product. Empirically, the rating of spam reviewers will deviate from that of normal ones.
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Table 1
Terms used in this paper.

Term Interpretation

RBF real behavior feature
SBF synthetic behavior feature
EAF easily accessible feature

EAF+ positive EAF matching RBF or SBF
EAF- negative EAF mismatching RBF or SBF

TF text feature (one type of EAF)

RF rating feature (one type of EAF)
AF attribute feature (one type of EAF)
Lp loss function for discriminator

Le loss function for generator

®p parameter space in discriminator
¢ parameter space in generator

(6) Maximum Content Similarity (MCS) [8,38] is the maximum cosine similarity between the reviewer’'s two comments.
In order to save time, spam reviewers tend to post similar or duplicate reviews.

All the above real behavior features can be extracted from regular users, and will be used to contest against the synthetic
behavior features in GAN.

3.2. Easily accessible features (EAFs)

We then present three types of features which will be used to generate syntactic behavior features. These features are
selected according to one criterion, i.e., easily accessible for both regular and new reviewers. We notice that even for a new
reviewer, he/she has the following information.

Firstly, a reviewer must post a review. Hence we use the review as one source of EAF to extract text features (TF). We
adopt the convolutional neural network (CNN) to pre-train a 100-dimension embedding for the review as those in [43,47].

Secondly, a reviewer must rate the product at the same time as he/she posts the review. We use the deviation of rating
score of this review from the average ratings on the same product to extract rating features (RF). We discretize the value
into a 100-dimension vector. If the value falls into an interval, the corresponding dimension is set to 1 and other dimensions
are set to 0. For example, the rating ranges from 0 to 5. If a rating deviation is 1.23, then the 25th entry of 100-dimension
vector will be 1 and all other entries will be 0.

Thirdly, a reviewer should have a timestamp when he/she registered in the system and the review must have a posting
timestamp. The register and posting timestamp is the attribute of a reviewer and review, respectively. We use the deviation
between these two timestamps to exact attribute features (AF). The time deviation value is discretized into a 100-dimension
vector using the same method as that for rating deviation.

In summary, we extract three types of easily accessible features (EAFs), including text, rating, and attribute features. We
will investigate their effects in generating synthetic behavior features later. For ease of reading, we present the above terms
and those used in this paper later in Table 1.

4. Methodology

Our overall framework consists of two parts. One is the bfGAN model to generate the SBFs for the test data. The other is
the normal classification model to predict whether a sample is a spam or not. Since the classification is a straight-forward
procedure, we mainly focus on the bfGAN model and then briefly introduce the classification model.

4.1. Architecture of bfGAN model

In this section, we present the details of our behavior feature generating (bfGAN) model for addressing the cold-start
spam review detection problem. The key idea is to learn a mapping from EAFs of regular users to SBFs and keep SBFs close
to RBFs, then build new users’ SBFs from their EAFs. Motivated by recent advances in deep learning, we design a novel GAN
framework with new implementing strategies to achieve this goal.

We first present the architecture of our bfGAN model in Fig. 1. It consists of two basic components, i.e., the generator
and the discriminator.

The left part in Fig. 1 is the generator which is used to generate SBFs from the input EAFs. We elaborately select three
types of EAFs including text, rating, and attribute features. In Fig. 1, they are shown in yellow, blue, and pink, respectively.
The right part is the discriminator which will make a discrimination between SBFs and RBFs using a classifier. We will
present the details in the following sections.
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Fig. 1. Architecture of our bfGAN model.

4.2. Generator in bfGAN

In our bfGAN model, the generator is used to learn the mapping from the input EAFs to SBFs under the constraint of
keeping SBFs close to RBFs. As shown in Fig. 1, the generator contains six layers in total. The first three layers are used to
do normalization and get the embeddings of text, rating, and attribute features. Text embeddings are pre-trained through a
CNN, and rating and attribute embeddings are obtained through the embedding layers. We then use two non-linear hidden
layers to transform EAFs into SBFs.

The generator is designed to generate SBFs from the input EAFs, and hence the generated SBFs should match the EAFs.
We call this task loss £; and define it using the multi-nominal logistic loss (a.k.a. cross entropy loss).

£: = min J(D(EAF; ® SBF). 1), (1)

where | is the cross entropy function, D is the discriminative function consisting of multiple hidden layers activated by
tanh, and @ denotes the concatenation of two embeddings. Moreover, as our goal is to use SBFs to simulate RBFs for new
users, we hope SBFs are close to RBFs in training. To achieve this, we add a closeness loss L. to encourage the generator to
generate SBFs that have similar distribution as RBFs. £ is also defined using the cross entropy loss.

Lc=min J(RBF, SBF), (2)
olel

The overall loss for the generator G is the linear combination of the task loss £; and the clossness loss L., and is defined
as:

L = min AJ(D(EAF, & SBF). 1)
+(1 — A)J(RBF, SBF), 3)

where the balancing parameter A controls the weights of two losses. We will investigate its effects in our experiments.
4.3. Discriminator in bfGAN

As shown in Fig. 1, the discriminator in our bfGAN model consumes the SBFs from the generator, the EAFs and RBFs
from the training data as input, and it outputs 1 if it judges SBFs are similar to RBFs and 0 otherwise from a classifier.

Our discriminator is designed to guide the training by distinguishing the synthetic and real behavior features. However,
the discriminator can not observe the (RBF, SBF) pairs in the training data. Instead, its inputs are the RBFs that match EAFs
and the SBFs generated by EAFs. In other words, the discriminator should judge the (EAF+, RBF) pairs from the realistic
training data as real and the (EAF+, SBF) pairs from the generator as fake. Similarly to that in the generator, we simply
define two loss functions J(D(EAF,. @ RBF), 1) and J(D(EAF, @ SBF), 0) for this purpose.

Besides the error introduced by the generator, another source of error in the discriminator may come from the unrealistic
behavior features. In order to separate two sources of error and simplify learning dynamics, we add a third type of input
consisting of RBFs with mismatched EAFs, which the discriminator should learn to score as fake. We formally define a loss
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function J(D(RBF @ EAF_),0) to achieve this. Taking all these into consideration, we define the function loss £p for the
discriminator as follows.

£p = min J(D(EAF, & RBF). 1)
D
+%](D(EAF+ @ SBF), 0)

+%](D(RBF @ EAF.), 0), (4)

4.4. Learning procedure for bfGAN

To train our bfGAN model, we view the (RBF, EAF+) pairs extracted from regular reviewers as joint observation. We
train the generator to generate SBFs, as well as optimize the discriminator to distinguish SBFs and RBFs. We summarize the
learning procedure of our model in Algorithm 1.

Algorithm 1 The learning procedure of bfGAN model.

Require: X, = {17, %;, ¥z}, where X4, denotes the training set of reviews from regular users and m is its size. i de-
notes the i-th review and its reviewer in X4, from which we can extract six RBFs, denoted as r;, and three types of
EAFs denoted as x;, y;, and z;, respectively.

Ensure: the trained bfGAN network

1: initialize the parameters of the model, including ®; and ®p for the generator G and the discriminator D.
2: repeat
3: for each batch in X4, do

forward EAF, to G to generate SBFs;

update ®¢ by minimizing Eq. 3;

get EAF_ through random sampling;

forward SBFs, EAF,, EAF_, RBFs to D;

8: update ®p by minimizing Eq. 4;

9: until the model reaches equilibrium point or a predefined number of iterations;

10: return the trained bfGAN network

N9 R

It works as follows. Line 1 initializes the parameters including ®¢ and ®p for generator and discriminator. Then for each
batch in the training set, line 4 generates three types of SBFs in the generator using three types of EAFs in training data;
line 5 updates the parameters by optimizing the loss function L¢; line 6 gets the negative samples; lines 7-8 train the
discriminator by optimizing its loss function £p. During the learning procedure, the SBFs and RBFs share the weights in the
discriminator. The procedure repeats until the model reaches the equilibrium point or the predefined number of iterations.

The overall dataflow chart for our framework is presented in Fig. 2. The left part is for the bfGAN model and the right
one is for the classification model.

As can be seen in the left part of Fig. 2, we are provided with a set of users’ reviews, which are divided into the training
set and the testing set. We can extract EAFs which include TFs, RFs, and AFs from both the training and testing set. However,
RBFs only exist in training set. The train EAFs and train RBFs are used to learn the bfGAN model which can generate SBFs.
More precisely speaking, we train the parameters ®; and ®p in bfGAN by minimizing the loss function £; and £p for the
generator and the discriminator, respectively.

4.5. The overall flowchart and classification model

After the bfGAN model is ready, we apply the trained bfGAN network to the test EAFs in the test data to generate test
SBFs for them. These SBFs will be used to represent each test sample during the classification procedure.

For a clear presentation, we further provide the overall flowchart for the entire framework in Fig. 3, where the middle
left part denotes the bfGAN procedure, and the right and lower part denotes the classification procedure.

Since we have presented the detail for the bfGAN model in the previous subsections, here we introduce the classification
procedure. Following the prior studies [43,47], we adopt the linear SVM as our classification model.

Specifically, we first train a linear SVM classifier > using the training samples which are represented by their RBFs. Then
the trained SVM classifier is applied to the test data. Note that the test samples are represented with their SBFs generated
by the bfGAN model. Finally, each test sample will be labeled as a spam or not a spam by the SVM classifier.

3 https://scikit-learn.org/stable/modules/generated/sklearn.svm.LinearSVC.html#sklearn.svm.LinearSVC.
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Fig. 2. The overall dataflow chart.

5. Experiments
5.1. Experimental settings

We verify the effectiveness of our proposed model on Hotel and Restaurant datasets which are the subset of the Yelp
datasets used in many previous studies [33,34,38]. To tackle the cold-start problem, we use the same split as that in [43,47].
The reviews posted before January 1, 2012 are used as the training data, and the first new reviews posted by the new
reviewers after January 1, 2012 are used as the test data.

We use the same SVM method [34,38,43,47] on the same balanced datasets [43,47] to train the classifier on the training
data and test it on the test data. We also use the same evaluation metrics including precision (P), recall (R), F1-Score (F1),
and accuracy (Acc).

We use three types of EAFs incluing text features (TF), rating features (RF), and attribute features (AF) to generate SBFs.
We train one GAN for each type of EAFs using Adam algorithm and set learning rate to 0.00001. We stop iteration when
the network becomes stable or the loss in the generator reaches the minimum value in the predefined number of iterations.
Following prior studies [43,47], we also pre-train a CNN for the text features. The number of filters in convolution layers is
set to 100, which is same as those in [43,47]. The filter size is set to 2.

In the generator network, the dimension of embeddings is 100. The number of neurons in two hidden layers is set to 64
and 32, and tanh is adopted as activation function. The last layer is the mapping layer for generating SBFs, and the number
of neurons is 6 which is same as the dimensionality of RBFs.

In the discriminator network, the number of neurons in two hidden layers is also set to 64 and 32, and tanh is adopted
as activation function. The number of the neurons in the final classification layer is 1, and sigmoid is adopted as activation
function.

5.2. Baseline methods

We compare our model with nine state-of-the-art methods based on linguistic features, behavioral features, and the
embeddings of reviews, reviewers, and items. The baselines are listed as follows.

LF [33] captures the linguistic features by extracting bigrams on the labeled review data.

Supervised-CNN [43] uses the same textual information as LF but its features are trained in a supervised convolutional
neural network.

LF+BF [33] is a concatenation of linguistic features (LFs) and behavioral features (BFs) including review length, the
absolute RD and MCS for the review [47].
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BF_EditSim+LF [43] first calculates the edit distance between the current review and existing reviews and finds the
most similar one, then uses its reviewer’s behavioral features as the approximation of the new reviewer.

BF_W2VSim+W2V [43] is similar to the BF_EditSim+LF, but uses the similarity of averaged word embedding (pretrained
by Word2vec [29]) to find the most similar review, and concatenates the behavioral features with the average word embed-
ding instead of bigram.

RE* [43] jointly utilizes the TransE [3] to model the behavioral information of reviewers, a pre-trained CNN with same
parameters of supervised-CNN to encode the textual information, and a constraint to preserve semantics of the sentiment
polarity in rating.

RE+RRE+PRE* [43] is an improved version of RE*, which further concatenates the review embedding, the review’s rating
embedding and the item’s average rating embedding into a long vector as the feature of the review.

AEDA [47] jointly encodes the rich attribute information from reviewers, items, and reviews in addition to the traditional
entity information into embeddings. Moreover, it adopts the domain adaptive technique to further improve the performance.

AE [47] refers to a variation of AEDA, which trains on the single domain without domain adaption.

For the baselines, we report the results in [43] and [47] if they have been implemented, since we conduct experiments
on the exactly same datasets and same training/testing split. We also use the same hyper-parameters for our model as those
in [43,47] for a fair comparison.
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Table 2
Comparison with baselines.
Hotel Restaurant
No. Methods
P R F1 Acc P R F1 Acc
(1) LF 545 711 61.7 559 538 80.8 646 558
2) Supervised-CNN 612 517 56.1 595 569 588 578 57.1
3) LF+BF 634 526 575 61.1 58.1 612 596 585
(4) BF_EditSim+LF 553 69.7 616 566 539 822 65.1 56.0
(5) BF_W2Vsim+W2V 584 659 619 595 563 734 637 582
(6) RE* 62.1 68.3  65.1 633 584 75.1 65.7 608
(7) RE+RRE+PRE* 636 712 672 653 590 788 675 62.0
(8) AE 767 742 754 758 803 662 726 750
9) AEDA 839 742 787 80.0 824 651 728 756
(10)  bfGAN(ours) 812 87 834 830 767 734 751 75.7
Table 3
Effects of different types of SBFs.
Removed Hotel Restaurant
Method feature
F1 Acc F1 Acc
SBFs (TFs) -14 -1.6 -0.1 -03
bfGAN  SBFs (RFs) -2.4 -2.1 -0.1 +0.1
SBFs (AFs)  —14.1 -15.0 -119 -155
TFs +0.4 +0.7 -0.1 -0.1
AEDA RFs -1.2 -0.9 -1.0 -0.6
AFs -225 -198 -121 -12.1

5.3. Comparison with baselines

We conduct the comparison experiments on two Yelp datasets. The results are shown in Table 2. To take a closer look,
we further draw the histograms for different methods in terms of their F1 and Accuracy scores in Fig. 4.

It is clear that our proposed bfGAN achieves the best performance in terms of F1 and Accuracy on both Hotel and Restau-
rant datasets. We notice that the accuracy of our method over AEDA on Restaurant is tiny. However, it is much better than
other baselines on Restaurant and it also outperforms all baselines (including AEDA) on Hotel. Furthermore, the significant
improvements of F1 values over all baselines on two datasets clearly demonstrate the effectiveness of our bfGAN model in
cold-start spam review detection task. We have the following important observations for Table 2 and Fig. 4.

« LF and Supervised-CNN methods which only use linguistic features are the worst. This is consistent with the results in
previous studies [33,34,43,47].

» Adding behavioral features can enhance the performance, as shown by the results of LF+BF, BF_EditSim+LF, and
BF_W2Vsim+W2V. However, the improvement is not big. The reason is that it is difficult to extract or find similar behav-
ior features for the reviewer just posting only one review.

» RE*, RE+RRE+PRE*, AE, and AEDA get better results than the above traditional methods since they all adopt embedding
technique which can alleviate data sparsity. Besides, AE and AEDA add extra information from attributes and other do-
mains and thus further improve the performance.

In summary, the baseline methods tackle the spam detection problem either by adding much more information or by
using more sophisticated learning technique. Our bfGAN model combines the traditional approaches in finding effective real
behavior features and the recent advances in deep learning to generate synthetic behavior features to simulate the real ones.
Compared to the state-of-the-art method AEDA, our model uses less information and does not integrate domain adaption
into the framework, but it reaches an improvement of 6.0% and 3.2% of F1 over AEDA on Hotel and Restaurant, respectively.
This clearly demonstrates that our bfGAN model can generate highly effective SBFs whose distribution is close to that of
RBFs and hence achieves significantly better performance than baseline methods.

5.4. Effects of different types of SBFs

As we illustrated in the previous section, we generate one type of SBFs from each of three types of EAFS including text
features (TFs), rating features (RFs), and attribute features (AFs). We are interested in which type of SBFs is more effective
than others. We evaluate the effects of SBFs by removing this particular type of SBFs from their concatenation when building
the classifier and testing on the new users. In addition, since AEDA [47] uses TFs, RFs, and AFs as well, we also list the effects
of these features for AEDA for a comparison. The results are shown in Table 3, where a “~" and “+” denotes the decrease
and increase of performance, respectively.
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Fig. 4. Graphical comparison with baselines in terms of accuracy and F1.

From Table 3, we can find that AFs are more important than TFs and RFs on both datasets. The removal of SBFs (AFs)
results in a drop of 14.1% and 11.9% of F1 values on Hotel and Restaurant, respectively. This observation is consistent with
that in [47], i.e., spammer reviewers usually post reviews right after registering on the system. We also find that the drop of
performance by removing SBFs (AFs) in bfGAN is significantly smaller than that by removing AFs in AEDA. Indeed, after the
removal of SBFs (AFs) and AFs, the F1 value on Hotel for bfGAN and AEDA becomes 69.3%, and 56.2%, respectively. Notice
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Table 4
Comparison between EAFs and SBFs.
Hotel Restaurant
Features
R F1 Acc P R F1 Acc
EAFs 585 664 622 59.7 578 620 595 572
TFs  SBFs 61.0 69.1 648 624 563 658 607 574
EAFs 714 585 643 675 562 529 545 558
RFs  SBFs 664 654 659 66.1 55.7 600 57.7 56.1
EAFs 838 738 784 792 822 638 718 75.0
AFs  SBFs 779 862 818 809 763 738 750 754
Table 5
Comparison between SBFs and RBFs.
Hotel Restaurant
Features
R F1 Acc P R F1 Acc
RBFs 67.0 963 79.0 753 555 935 69.7 593
SBFs 812 857 834 830 767 734 751 75.7

that this reduced F1 score for our incomplete bfGAN model still outperforms all other baselines. This proves that our bfGAN
model is not very dependent on a specific type of features, and is more robust than AEDA.

Another interesting finding is that the removal of TFs in AEDA incurs an increase performance on Hotel. The reason may
be that the original text features are easy to be forged and adding such features deteriorates the performance. In contrast,
in our model, the SBFs generated from TFs contribute positively to the classifier since the generation procedure is under the
constraint that SBFs should be close to RBFs.

5.5. Comparison between EAFs and SBFs

Our SBFs are generated from EAFs using a GAN, hence a natural question would be that which ones are more effective,
the generated SBFs or the original EAFs? To answer this question, we compare their effects by using the single type of EAFs
and its corresponding type of SBFs. The results are shown in Table 4.

From Table 4, it is clear that SBFs generated by our bfGAN model outperform the original EAFs in almost all cases. For
example, the F1 value increases from 78.4% to 81.8% on Hotel and from 71.8% to 75.0% on Restaurant. We believe the reason
can be due to the effectiveness of behavior features. Although our SBFs are artificial features, they are generated during the
contesting against the RBFs and hence have close distribution with that of RBFs. The superior performance of SBFs suggests
that the proposed bfGAN model can produce high quality behavior features for the new users using their easily accessible
features (EAFs).

5.6. Comparison between SBFs and RBFs

Since in the cold-start settings, the new reviewer just posted one review, we use the following rules to extract RBFs for
the new reviewers.

(1) For activity window feature (AW), we simply set its value for new reviewer to 0. The rationale is that the cold-start
review is both the first and the last review of this reviewer and there is no time difference between them.

(2) For maximum number of reviews (MNR), we set its value to 1 because this is just the number of reviews the new
reviewer posts in one day. Similarly, we set the review count (RC) and maximum content similarity (MCS) to 1.

(3) For the ratio of positive ratings (PR), we set PR to 1 if the rating of the cold-start review is 4 or 5, otherwise to 0.
The value of reviewer deviation (RD) is the rating deviation of this review from the rating of other reviewers on the
same product.

We now present the results by RBFs and SBFs in Table 5.

From Table 5, it is clear that SBFs significantly outperforms RBFs in terms of both F1 and Accuracy metrics on two
datasets. Furthermore, the extremely high Recall value of 96.3% and 93.5% on Hotel and Restaurant indicates that the clas-
sifier of RBFs recognizes almost all spam reviews. However, the low Precision and Accuracy scores of RBFs show that many
normal reviews are incorrectly predicted as spam ones. The reason is that in cold-start problem legitimate reviewers only
write one review as well. This will mislead the classifier. Hence RBFs in the cold-start setting do not work well. In contrast,
with the help of GAN, we can construct SBFs from abundant EAFs for effective detection of cold-start spam reviews.
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Fig. 5. Effects of balancing factor A in terms of F1 and Accuracy.

5.7. Effects of balancing factor A

In order to encourage the generator to generate SBFs close to RBFs, we introduce a closeness loss £, and use a factor A
to balance between £, and the task loss £; in Eq. (3). We investigate its effects and present the results in Fig. 5.

From Fig. 5, it is clear that, with the increase of A, the classification performance starts to rise and it reaches the peak at
A = 0.5 in terms of F1.

When A is set to 0.5, two losses have the same weights and they contribute equally to the generator. The task loss £;
forces the generator to generate SBFs matching EAFs while the closeness loss £, encourages the generated SBFs close to
RBFs.

In addition, we observe that when A is set to 0.1, the results are much worse than those when A = 0.9, showing that
the task loss has a big impact on affecting the classification results. This is reasonable since the task loss should lead the
generation of SBFs. Without the guidance of the task loss, the generated SBFs will collapse to RBFs. In such a case, it is hard
to find effective RBFs for new users and hence the performance is poor.

5.8. Convergence evaluation

It is hard to guarantee the convergence of GAN. That is to say, the generator and the discriminator may not reach the
equilibrium point. Since the discriminator works based on the synthetic features produced in the generator, we adopt
a generator-determined stop criterion in our implementation. We stop iteration while the loss function in the generator
reaches the minimum value during the training procedure on a predefined number of iterations. To this end, we first set
the predefined number of iterations for TF, RF, and AF to a relatively large value like 500, 100, and 25. We then watch
the changes of the scores of loss function £ and choose the point with the smallest score. We take the changes of L; in
generating synthetic behavior features (SBFs) using attribute features (AFs) as an example to show the convergence of the
model. The results are shown in Fig. 6.

We can see that it is actually easy to train the model with AFs. In particular, the loss function £ can reach a local
minimum in about 20 iterations. Similarly, the final iteration number for TF, RF, and AF is set to 300, 21, 16 on Hotel, and
13, 67, 13 on Restaurant, respectively.

5.9. Parameter study

In this subsection, we analyze the impacts of three major parameters in our bfGAN model, including the filter size in
CNN, the dimensionality of the embeddings, and the number of neurons in two layers of the network.

The filter in CNN is used to produce a feature map for a set of words within the fixed window size. Normally it is set to
a small value around 3 for text convolution operations [19]. Hence we vary the filter size in the set of {2, 3, 4}.

The results are shown in Table 6.

From Table 6, we can find that the filter size does not have big impacts on the performance. For example, the F1 score
on Hotel for Filter Size = 2 is same as that for Filter Size = 3, and this also happens to F1 on Restaurant for Filter Size = 3
and Filter Size = 4.

The dimensionality of embeddings in our network denotes the degree of discretization of EAFs (note the embedding in
CNN is fixed to 100 following the settings in [43,47]). We examine the impacts of dimensionality by varying it in {50, 100,
150, 200, 250} and show the results in Table 7.
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Fig. 6. Convergence test in generating SBFs using AFs.

Table 6
Impacts of filter size in CNN.
Hotel Restaurant
Filter Size
R F1 Acc P R F1 Acc
2 812 857 834 830 767 734 751 75.7
3 782 894 834 823 748 760 754 755
4 839 866 837 829 757 750 754 752
Table 7
Impacts of dimensionality.
Hotel Restaurant
Dimensionality
P R F1 Acc P R F1 Acc
50 786 848 816 809 682 796 735 713
100 812 87 834 830 767 734 751 757
150 856 797 826 832 744 753 749 747
200 842 788 814 8.0 775 723 748 757
250 76.2 857 80.7 795 68.1 784 729 709

Table 8

Impacts of the number of neurons.
Neuron Hotel Restaurant
number

P R F1 Acc P R F1 Acc

(128,128) 814 848 83.1 827 715 780 746 734
(128, 64) 829 829 829 829 712 719 748 736
(64, 64) 775 87.6 823 81.1 73.7 732 733 733
(64, 32) 812 857 834 830 767 734 751 75.7
(32, 32) 798 857 827 8.0 767 741 754 75.8

From Table 7, we can find that if the dimensionality is too large or too small, the results will drop a lot. Indeed, the best
F1 value occurs when the dimensionality equals 100 on both the Hotel and Restaurant datasets. If the dimensionality is too
large, lots of samples may fall into the same interval, and this will reduce the diversity of the data. If the dimensionality is
too small, the data points will become very sparse, which will also damage the performance.

The number of neurons indicates the complexity of the model. A large number of neurons denotes the high level of
non-linearity and complexity of the network. As suggested in [30], the number of neurons is usually set to be 2™, where
m = log, (n) and n is the dimensionality of the input vector. Since n is 100 in our case, it is good to set m between 6 and 7.
Consequently, the number of neurons is between 64 and 128. In addition, we set the number of neurons in the second layer
to be half of the first layer, i.e., 21, since we tend to extract a denser and more effective features from the first layer. We
investigate the impacts of the number of neurons in our two-layer network by vary their values in {(128, 128), (128, 64),
(64, 64), (64, 32), (32, 32)}. The results are shown in Table 8.
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From Table 8, it is clear that the best results are obtained with the (64, 32) and (32, 32) setting on Hotel and Restaurant
dataset, respectively. This infers that a simpler model is more effective than a more complex one, as the latter might incur
overfitting. Moreover, the decreasing number of neurons between two layers is usually better than the same number setting.
For example, the (64, 64) setting on Restaurant results in a 73.3 F1 value while the (64, 32) one leads to a 75.1 score,
showing a significant improvement. This also goes for (128, 128) and (128, 64) settings. Though the (32, 32) setting is better
than (64, 32) on Restaurant, their difference is trivial.

6. Conclusion

In this paper, we propose a novel bfGAN model for cold-start spam review detection. To address the problem of lacking
effective real behavior features (RBFs) for new users in cold-start scenario, we first propose to distinguish easily accessible
features (EAFs) from RBFs and select three types of EAFs including text, rating, and attribute features. We then design a GAN
framework to generate synthetic behavior features (SBFs) using EAFs. Since SBFs and RBFs are connected via the third party
EAFs, we cannot directly use SBFs to contest against RBFs like texts and images in traditional GAN, we further present a new
implementation of GAN by incorporating an extra loss to explicitly guide SBFs to be close to RBFs. We conduct extensive
experiments on two Yelp datasets. Results demonstrate that our bfGAN model significantly outperforms the state-of-the-art
baselines.

While our model is effective in detecting cold-start spam reviews, it can be further improved in the following issues. The
first is that we still require the new users have easily accessible features including the text features, rating features, and
attribute features. Some websites may hide the users’ attribute features for the reason of privacy, which might deteriorate
the performance of the bfGAN model. The second is that it is not easy to train the GAN module in some cases. In the future,
we are going to employ other generative models such as variational auto-encoder to produce synthetic behavior features.
We also plan to explore domain adaption technique for more effective representations.
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