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Warning: The article contains offensive material due to the nature of work.
Toxicity detection is crucial for maintaining the peace of society. Current detectors perform 

well on normal toxic contents or those disturbed by specific types of perturbations. However, 
malicious users tend to constantly create new perturbations for fooling the detectors. For 
example, some users may circumvent the detectors by employing large language models (LLMs) 
to generate convincing prefixes like ‘I am a scientist...’ before toxic text. Existing detectors are 
vulnerable to these evolving perturbations because either detectors or their employed datasets 
overlook the changing nature of perturbations.

To fill this gap, we develop continuous toxicity detection against increasing types of 
perturbed toxic text for the first time. Specifically, we construct a new challenging perturbation-
wise dataset (38K) disturbed by 9 types of perturbations in an adversarial attack way. With 
the dataset, we systematically validate the vulnerability of current methods for the emerging 
perturbations via zero-shot and fine-tuned cross-perturbation functional detection. Furthermore, 
we present a domain incremental learning method to enhance the detector’s ability to constantly 
emerging types of perturbed toxic text. Our code and dataset will be publicly available, by which 
we wish to inspire more research for the security-relevant communities.

. Introduction

Online communication plays an essential role in our life, but nowadays it is seriously disturbed by toxic contents. Toxic content 
eans the text is rude or hateful, e.g., cyberbully (Kowalski, 2018; Slonje, Smith, & Frisén, 2013), hate speech (Del Vigna12, 
imino23, Dell’Orletta, Petrocchi, & Tesconi, 2017; Fortuna & Nunes, 2018; Wu et al., 2024), and social bias (Gongane, Munot, 
 Anuse, 2022; Liang, Wu, Morency, & Salakhutdinov, 2021), which will lead to disharmony and conflicts in society (Dixon, Li, 
orensen, Thain, & Vasserman, 2018; Feldman, Friedler, Moeller, Scheidegger, & Venkatasubramanian, 2015). For protecting the 
ealthy communication environment, toxicity detection methods are proposed to limit the spread of toxic content via pre-detection 
r post-detection.
In reality, malicious users tend to continually create new types of perturbed toxic text to evade detectors, which makes toxicity 

etection more challenging. As Fig.  1 A. Problem (a) shows, iddddiiiot (by random repeat), 1di0t (by homoglyph), and more new 
ypes of perturbations might be continually created during the usage of detectors. Unfortunately, most of existing detectors only 
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Fig. 1. Comparison of different toxicity detection methods on dynamically changing perturbations, where Repeat and Homo denote the toxic text 
is perturbed by repeat and homoglyph perturbation, respectively.

focus on unperturbed text, e.g., idiot, such that they struggle to identify the toxicity in perturbed text, as Fig.  1 A. Problem (b) 
shows.

Though a few methods have paid attention to the perturbed text (Bespalov, Bhabesh, Xiang, Zhou, & Qi, 2023; Emmery, Kádár, 
Chrupała, & Daelemans, 2022), they only fine-tune detectors on augmented data with fixed types of perturbations. Such detectors 
can work well on toxic contents generated by the associated perturbation like repeat, but may fail on those by other emerging types 
of perturbation like homoglyph, as Fig.  1 A. Problem (c) shows.

Hence, it is yet an open problem to detect continually emerged types of perturbed toxic text and there is no research focusing 
on the evolving nature of perturbations. In this work, we will develop a continuous toxicity detection benchmark to evaluate 
and improve the capability of detectors to recognize changing types of perturbed toxic text. Despite the necessity and appealing 
application prospects of our proposed problem, we are facing three severe challenges: (1) lack of a perturbation-wise dataset 
containing various types of perturbations, (2) lack of a comprehensive investigation of existing methods on this new problem, 
(3) lack of available solutions for this problem. We will overcome all these challenges step by step.

Firstly, we construct a challenging perturbation-wise toxicity detection dataset named DynEscape, i.e., Dynamic Escape, as Fig. 
1 B. Solution (a) shows. Specifically, we employ an adversarial attack way to diversely disturb the text according to real-world 
scenarios, through which we construct a dataset covering 9 types of perturbations. With this dataset, it becomes possible to evaluate 
or improve the ability of detectors to adapt to continually changing perturbations.

Secondly, we perform not only zero-shot functional testing on existing normal detectors but also cross-perturbation functional 
testing on detectors fine-tuned with specific types of perturbations, from which we can observe the performance degradation of 
detectors quantitatively and conclude that current detectors all struggle to identify emerging types of perturbed toxic text.

Thirdly, we view the toxic text with different types of perturbations as the text distributed in different domains. Consequently, the 
toxicity detection towards adapting to changing types of perturbations can be modeled as the problem of detection with incremental 
perturbation domain throughout detectors’ usage time. By exploiting the domain incremental learning as Fig.  1 B. Solution (b) shows, 
the detectors are expected to continuously recognize toxic text with either previous or emerging perturbations as Fig.  1 A. Problem 
(d) shows. Specifically, we present an effective continual toxicity detection approach named DynDetect, i.e., Dynamic Detection, 
which maximizes feature similarity between different domains to preserve previous and new knowledge in different domains.

Our contributions are summarized as follows.

• We highlight a practical but overlooked problem of continuous toxicity detection against constantly increasing types of 
perturbed toxic text.

• We contribute a benchmark towards the problem, which is consisted of a perturbation-wise toxicity detection dataset and a 
solution from the perspective of continual learning.

• We evaluate popular detectors and reveal their vulnerability to changing perturbations. We also show the effectiveness of our 
proposed continual learning baseline detector.

In addition, we organize the sections as follows: Section 2 gives an overview of the toxicity detection task and continual learning 
methods. Section 3 describes the overall solution for toxicity detection against evolving perturbations, including problem definition 
2 
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(Section 3.1), dataset construction (Section 3.2), and different detection methods comparison (Section 3.3). Section 4 shows the 
experimental results for demonstrating the withdrawal of existing detection methods and the effectiveness of our proposed method 
when they encounter evolving perturbed text. Section 5 briefly discusses the deployment of our proposed detector, concludes our 
work and looks ahead to future work.

2. Related work

2.1. Toxicity detection

Various methods have been proposed for textual toxicity detection, which can be primarily categorized into two types: 
performance- and robustness-oriented.

The performance-oriented methods are targeted at improving the performance in terms of metrics like accuracy and F1 (Bosco 
et al., 2023; Kebriaei et al., 2024; Markov et al., 2023; Pan, García-Díaz, Vivancos-Vicente, & Valencia-García, 2024; Zhang, He, 
Ji, & Lu, 2024; Zhang, Wu, et al., 2024). Many datasets across different languages have been constructed for this task (Delbari, 
Moosavi, & Pilehvar, 2024; Garg, Masud, Suresh, & Chakraborty, 2023; Lashkarashvili & Tsintsadze, 2022). Most of these datasets 
are curated from online platforms like Twitter (now called X), Reddit, and Zhihu (Haber et al., 2023; Lu et al., 2023; Sap et al., 
2020) with lots of manual efforts for annotation, and a few of them are generated by models like GPT3 (Hartvigsen et al., 2022). 
The performance-oriented methods rely heavily on lexical cues in normal text and are vulnerable to even simple attacks.

The robustness-oriented methods are developed to enhance the detectors’ robustness via adversarial training on perturbed 
data. The perturbation approaches (Bespalov et al., 2023; Le, Lee, Yen, Hu, & Lee, 2022; Ye, Le, & Lee, 2025) may manipulate 
on characters, words, or sentences in the text, e.g., character swap and/or substitution, homoglyph/homophone substitution, 
decomposition, near-neighbor words replacement, and distract injection (Cooper, Surdeanu, & Blanco, 2023; Emmery et al., 
2022; Kurita, Belova, & Anastasopoulos, 2019; Yu, Choi, & Kim, 2024). The existing robustness-oriented methods all statically 
employ specific perturbations to enhance the robustness of detectors, but they struggle to dynamically adapt to increasing crafted 
perturbations.

The existing performance-oriented detection methods focus on the ordinary text, and prior robustness-oriented detection methods 
statically employ one or several perturbation strategies to improve the robustness of detectors against specific perturbations. Both 
of them cannot constantly detect the toxicity in the perturbed text that is increasingly crafted by malicious users. In contrast, we 
systematically investigate 7 existing and 2 new types of perturbations and incrementally exploit each type of perturbed data from 
the domain continual learning perspective to dynamically enhance the adaptability of the detector against increasing perturbations.

2.2. Adversarial robustness

The robustness of the models has always abstracted the focus of researchers in the past years and led to a wide variety of 
studies (Ali, Eleyan, Al-Khalidi, & Bejaoui, 2025; Liu, Yang, He, & Hopcroft, 2025; Sui et al., 2025; Wang, Li, Zhu, & Xie, 2024; 
Zühlke & Kudenko, 2025). Many of them focus on a particular type of data, such as the medical image (Kanca, Ayas, Baykal Kablan, & 
Ekinci, 2025), text (Goyal, Doddapaneni, Khapra, & Ravindran, 2023; Rajchandar, Manoharan, & Ashtikar, 2024; Zhang, Hong, et al., 
2024), and multimodal (Mozhegova, Khattak, Khan, Garaev, & Rasheed, 2025). Many works analyze the interpretability (Alhazmi, 
Aljubairy, Zhang, Sheng, & Alhazmi, 2025; Vadillo, Santana, & Lozano, 2025) of attacks. Specifically, West et al. (2023) discusses 
enhancing adversarial robustness through quantum machine learning. Zhao et al. (2022) employs causal intervention to improve the 
robustness. Zeng, Xu, Zheng, and Huang (2023) introduces a random mask mechanism to perform certified defense. In summary, the 
methods of adversarial robustness contribute to improving a model’s processing ability for corrupted attack cases, but they always 
consider improving the robustness by adversarial training on the specific data, so they are static and cannot dynamically generalize 
to other new data after adversarial learning.

However, the varying perturbations can generate significantly different toxicity distributions, even rendering the toxicity 
contained in the text completely invisible, and importantly, they are dynamically evolving since they are constantly created. Hence, 
the methods of adversarial robustness are also not applicable for toxicity detection against increasing types of perturbed text.

2.3. Domain adaptation

Domain adaptation aims to address the issue of poor generalization ability of models in scenarios with different data distributions, 
i.e., the adaptation problem when a model is trained in the source domain and applied to the target domain (Lei, Yu, Feng, Cui, 
& Xie, 2024; Li, Li, Du, Zhu, & Shen, 2025; Liu, Zhang, Luo, Huang, & Xu, 2024; Tang & Yang, 2024). There are many studies in 
recently (Lai et al., 2024; Shah, Sinha, Reddy, Roy, & Chellappa, 2025; Sun & Tao, 2024). For example, Liu, Zhang, et al. (2024) 
propose a simple yet effective self-supervised unsupervised domain adaptation framework for text recognition to integrate contrastive 
learning and consistency regularization to mitigate domain gaps. Li, Song, and Shao (2025) studies a novel learning paradigm for 
domain adaptation via learning using statistical invariance by simultaneously combining the strong and weak modes of convergence 
in a Hilbert space to fully incorporate multiple knowledge from the source domain. In conclusion, the existing methods contribute 
to the domain adaptation across the source and target domains in specific tasks or applications. However, the existing domain 
adaptation methods are also limited due to their static nature. Essentially, it aims to complete knowledge transfer from the source 
domain to the target domain in one go and cannot cope with scenarios where new domains continually emerge over time.
3 
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2.4. Continual learning

Continual learning aims to incrementally learn knowledge from a non-stationary data stream without catastrophic forget-
ting (Goodfellow, Mirza, Xiao, Courville, & Bengio, 2013). There are three continuous learning scenarios, i.e., domain-, class-, and 
task-incremental learning (Van de Ven, Tuytelaars, & Tolias, 2022).

In domain-incremental learning, all tasks have the same label space but different data distributions (domains) (Garg et al., 2022; 
Michalski, Mozetic, Hong, & Lavrac, 1986; Mirza, Masana, Possegger, & Bischof, 2022; Tan, Lin, & Hua, 2020; Wang, Zhang, et al., 
2024). For example, for the datasets, Peng et al. (2019) collects and annotates multi-domains dataset, which contains 6 domains 
and owns 0.6 million images distributed among 345 categories, for the scenarios of multi-source domain adaptation like domain 
incremental learning. Hanna, Karunaratne, and Cabric (2022) constructs a multi-types of fingerprinting and each type can be treated 
as one domain. Li et al. (2023) suggests a continual deepfake detection benchmark over a new collection of deepfakes from both 
known and unknown generative models to study the detection of incrementally appearing deepfakes in the real-world scenarios. As 
for methods, Song, He, Dong, and Gong (2024) proposes a non-exemplar domain incremental objection detection method named 
learning domain bias to learn domain bias independently at each new session, adapting the base model to the distribution of new 
domains. Mulimani and Mesaros (2025) proposes a novel dynamic network architecture to keep the shared homogeneous acoustic 
characteristics of domains, and learns the domain-specific acoustic characteristics in incremental steps. Zhou, Cai, Ye, Zhang, and 
Zhan (2025) proposes dual consolidation to create a representation space suitable for multiple domains incrementally and to merge 
the backbone of different stages, accommodating all seen domains throughout the learning process. Wang et al. (2025) introduces 
a gaussian mixture compressor and domain feature re-sampler to store and balance prior domain data efficiently, and proposes a 
multi-level domain feature fusion network to enhance domain feature extraction, aiming to boost the domain-incremental learning 
ability. Luo et al. (2025) proposes a domain incremental object detection with limited budgets, which aims to achieve new-instance 
incremental learning in real-world applications. In addition, many researchers also focus on federation domain incremental learning, 
such as Li, Xu, Wang, et al. (2024) and Li, Xu, Qi, et al. (2024), aiming to mitigate forgetting under the federation condition. Overall, 
the recent research mainly focuses on improving or evaluating domain incremental learning on specific tasks such as visual tasks 
since images are naturally distributed in different domains. There is no method or dataset suitable for the continual toxicity detection 
task on perturbed text, so the existing methods may be limited due to the unique properties (e.g., disturbed textual structure) of 
the task.

In task-incremental learning, the number of tasks to be solved increases constantly (Douillard, Cord, Ollion, Robert, & Valle, 2020; 
Fu, Wang, Yu, Xu, & Li, 2024; Gao, Shan, Zhang, & Zhou, 2023; Kanakis, Bruggemann, Saha, Georgoulis, Obukhov, & Van Gool, 
2020; Oren & Wolf, 2021). Recently, Lee, Yoo, Kim, Choi, and Woo (2024) introduces an adapter-based continual imitation learning 
framework to address the limitation of knowledge sharing by incrementally learning shareable skills from different demonstrations, 
thus enabling sample-efficient task adaptation using the skills, particularly in non-stationary environments. Yang, Li, and Huang 
(2026) proposes to employ wavelet packet transform to extract global-view spatial features via the regularized common spatial 
pattern and capture local-view spatial features via tangent space mapping from the Riemannian space to improve daily living of 
patients with strokes based on EEG-based task incremental learning.

In class-incremental learning, the number of categories is continuously growing over time (Dong et al., 2022; Masana et al., 2022; 
Mittal, Galesso, & Brox, 2021; Wu et al., 2019; Zhang et al., 2020; Zhu, Cheng, Zhang, & Liu, 2021). For instance, Petit, Popescu, 
Schindler, Picard, and Delezoide (2023) employs a fixed feature extractor and a pseudo-features generator with geometric translation 
to improve the stability-plasticity balance to obtain good accuracy for past as well as new classes. Liu, Diao, et al. (2024) employs 
wavelet transform to map the image into the frequency domain and balances the re-usability and interference of output features 
based on the frequency domain similarity of the classes for mitigating the forgetting of previously acquired knowledge. He (2024) 
proposes to re-weight the gradients towards balanced optimization and unbiased classifier learning to address skewed gradient 
updates with biased weights. Li, Liu, et al. (2025) proposes to generalize conceptual knowledge learned from old classes to new 
classes by simulating human learning capabilities to mitigate the stability-plasticity challenge in few-shot class-incremental learning.

Our proposed problem can be classified into the domain-incremental learning, where the original data is changed by different 
perturbations for escaping detection. To the best of our knowledge, there are no tailored domain incremental learning methods and 
datasets for toxicity detection, so the continual toxicity detection is overlooked in the long term. Hence, our work is the first attempt 
at the exploration of domain incremental learning in toxicity detection.

3. Methodology

In this section, we first give the definition of the problem to be solved in Section 3.1. Then, we elaborate on how our dataset is 
constructed stage by stage in Section 3.2. In Section 3.3, we employ the existing detection methods to conduct a type-by-type toxicity 
recognition on perturbed text for every perturbation type (termed perturbation-wise detection, Section 3.3.1), and we propose 
continual detection (Section 3.3.2) and an associated detector (Section 3.3.3).
4 
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Fig. 2. The illustration of dataset construction stages.

3.1. Problem definition

Given a toxicity detector, there are many users who tend to create some types of perturbations to disturb toxic text to bypass 
the detector. Continuous toxicity detection aims to enable the detector 𝐹  to continuously detect various emerging perturbed text. 
Formally, continuous toxicity detection aims to maximize the number of successfully detected toxic text as following: 

max
∑

𝑖=1

∑

𝑗=1
I(𝑦𝑗 = 𝐹 (𝐶𝑗,𝑝𝑖 )), 𝑖, 𝑗 = 1, 2,… , (1)

where 𝑝𝑖 denotes the type of perturbation 𝑝𝑖 that appeared at the 𝑖th moment during the usage of the detector 𝐹  and 𝑦𝑗 represents 
the ground truth toxic 0–1 labels (e.g., 1 denotes the text is toxic) of the 𝑗th text 𝐶𝑗,𝑝𝑖  perturbed by perturbation 𝑝𝑖.

In order to solve this problem, the following issues will be addressed step by step: (1) constructing a perturbation-wise managed 
dataset to perform the incremental types of perturbation and (2) developing an approach to conduct the continuous toxicity detection 
for incremental perturbations.

3.2. Construction of perturbation-wise managed dataset

Most existing toxicity datasets do not consider the perturbed text (Costa-jussà et al., 2024; Hartvigsen et al., 2022; Mathew 
et al., 2021; Sap et al., 2020). Though a few datasets contain perturbed samples, there are only limited types of perturbed text 
produced by monotonous perturbation operations. Moreover, these datasets mix all types of perturbations together (Cooper et al., 
2023; Kirk, Vidgen, Röttger, Thrush, & Hale, 2022; Ye et al., 2025), by which we cannot examine the detectors’ adaptability to 
changing perturbations. To address this issue, we construct DynEscape, a challenging perturbation-wise toxicity dataset covering 9 
types of perturbations through three stages, as Fig.  2 shows.

Stage 1 Data Cleaning and Toxicity-relevant Word Selection. This stage aims to remove noises in raw data and find toxicity-relevant 
words so that we can perturb them to confuse detectors.

Stage 2 Perturbation Tool Creation. This stage aims to provide the definitions of perturbations and then create a perturbation 
tool, which will be used as the attacker to perturb samples.

Stage 3 Adversarial Attack and Quality Assessment. This stage aims to attack detectors using the samples perturbed by our tool 
and to select the challenging perturbed samples to compose DynEscape.

3.2.1. Stage 1: Data cleaning and toxicity-relevant word selection
In this stage, we choose Jigsaw (Kivlichan, Sorensen, Julia Elliott, Görner, & Culliton, 2020) dataset as raw data since it contains 

lots of toxic text (223k). However, Jigsaw cannot be directly used for our purpose since it contains many noises. More importantly, 
perturbing toxicity-irrelevant words will have weak impact on the detector. Hence we perform data cleaning and toxicity-relevant 
word selection as the preprocessing.

(1) Data Cleaning We clean noises in the Jigsaw, i.e., unknown words (identified by spellchecker tool), private information 
(emails, user ids), and meaning-less text (repeated sentences less than 5 words). We also find that Jigsaw is seriously imbalanced 
between non-toxic and toxic samples, with a ratio approaching 10:1. Hence we re-sample the toxic and non-toxic samples in 1:1 
ratio, and obtain 20k/20k toxic/non-toxic samples for perturbing.

(2) Toxicity-relevant Word Selection We select words significantly influencing toxicity recognition. By perturbing these words, 
we wish to bypass detectors. Note that besides toxic words, many non-toxic words are also relevant to toxicity. Hence we propose 
four strategies to select toxicity-relevant word:
5 
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Online Toxic Words We collect online explicitly toxic words from Google, including bad words and the banned swear words (2.9K 
words).

Words Identified as Toxic We employ PerspectiveAPI (Lees et al., 2022) to detect the toxicity of each word in the dataset. We 
collect the word identified as toxic (1.1K words).

Words Increasing Toxicity Scores We compute the expectation of decreased toxicity score (supplied by PerspectiveAPI) for each 
word to examine its contribution to the sample’s toxicity. Specifically, given the word 𝑤𝑖 and the sentences 𝑇𝑤𝑖

 it appears, we 
compute the expectation 𝐸𝑤𝑖

 as: 

𝐸𝑤𝑖
= 1

|𝑇𝑤𝑖
|

∑

𝑡𝑗∈𝑇𝑤𝑖

[𝑠(𝑡𝑗 ) − 𝑠(𝑡𝑗∕𝑤𝑖)], (2)

where 𝑠(𝑡𝑗 ) and 𝑠(𝑡𝑗∕𝑤𝑖) denote the toxicity score of the text 𝑡𝑗 ∈ 𝑇𝑤𝑖
 before and after removing 𝑤𝑖, and 𝑠(𝑡𝑗 ) − 𝑠(𝑡𝑗∕𝑤𝑖) denotes the 

decreased toxicity score after removing 𝑤𝑖. The expectation 𝐸𝑤𝑖
 represents the contribution of the word 𝑤𝑖 to the toxicity of text. 

We select the words whose expectations are greater than 0 (1.5K words).
Spuriously Correlated Words Some words often appear with toxic label so that detectors tend to identify the text including these 

words as toxic, i.e., the words are spuriously correlated to labels (Garg et al., 2023). We compute mutation information to get such 
words (Zhang, Chen, & Yang, 2023). 

𝑀𝐼 =
𝑝(𝑤𝑖, 𝑐)

𝑝(𝑤𝑖, ⋅)𝑝(⋅, 𝑐)
, (3)

where 𝑝(𝑤𝑖, ⋅) and 𝑝(⋅, 𝑐) are the marginal distribution of the word 𝑤𝑖 and the label 𝑐, and 𝑝(𝑤𝑖, 𝑐) is the joint distribution of 𝑤𝑖 and 
𝑐. The larger 𝑀𝐼 , the stronger the spurious correlation between 𝑤𝑖 and 𝑐. Based on multiple manual checks and previous empirical 
setting (Zhang et al., 2023), we set the spurious correlation threshold as the sum of the mean and standard deviation of 𝑀𝐼 (1.1K 
words).

With these strategies, we totally collect 5.6K toxicity-relevant words after de-duplicating.

3.2.2. Stage 2: Perturbation tool creation
In this stage, we create a perturbation tool that could perform 9 types of perturbations.
(1) Perturbation Preparation We prepare necessary material for perturbation, including 2.7K homoglyphs, 80.6K abbrs/slangs, 

and 3.3K roles.1
(2) Perturbation Patterns We then define perturbation patterns as follows (Table  1 shows the examples).
Character-level Perturbation Insert randomly adds special characters (from Python string package) into the text. Remove/Repeat

randomly deletes/duplicates characters. Swap randomly exchanges the order of characters. Homoglyph randomly replaces charac-
ters with visually similar characters (using prepared 2.7K homoglyphs).

Word/Phrase-level Perturbation Maskword randomly obscures characters in the selected words with special characters. Abbrevi-
ation employs abbreviations/slangs to replace the associated words or phrases (using prepared 80.6K abbrs/slangs).

Sentence-level Perturbation Distract adds the prefix consisting of extra random non-toxic words before the text. Authorization
firstly instructs the LLMs to generate a self-introduction by acting as authoritative experts (using prepared 3.3K roles). Then, it adds 
the introduction before text to confuse detectors. This is an exploratory perturbation for evading detectors since the emergence of 
LLMs.

Based on these nine definitions, we implement all 9 perturbations to create a perturbation tool that can provide automated 
perturbation patterns.

We finally conduct a human verification by manually checking 50 perturbed samples for each perturbation type (450 in total). 
Results show that all perturbed samples conform to the definitions, which proves our tool’s reliability. 

3.2.3. Stage 3: Adversarial attack and quality assessment
In this stage, we utilize the perturbation tool as an attacker to disturb clean samples for evading detectors (e.g., safety-aligned 

LLama3). The perturbed samples bypassing detectors are selected to compose our DynEscape. Note that to prevent detectors from 
taking shortcuts by judging whether the text has been disturbed, non-toxic samples are also perturbed in the same way as toxic 
ones.

We collect all successful samples to evade detectors, and they are reallocated with 4K non-overlapped samples per perturbation. 
We then split them into train/valid/test subsets with a ratio of 6:1:3 (2584/430/1294). Finally, our perturbation-wise dataset
DynEscape consists of 38K challenging perturbed samples.

To ensure the quality of our dataset, we conduct a quantitative assessment. Specifically, we assess every perturbed sample as 
follows:

(1) We first strictly auto-operate the perturbations on the original text according to the definitions of perturbations based on the 
existing works.

(2) We then require the three annotators to carefully read and understand the definitions and further ask them to assign the 
score range of 0 to 1 about whether the perturbed text is reliable, including the score about the perturbation fit to the definitions 

1 The details are given in Appendix.
6 
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Table 1
Examples of different types of perturbation.

 

and the score about the semantic consistency between the perturbed text and the original text. The average score denotes whether 
the perturbed text is high-quality.

(3) After the scoring, we select the perturbed text not only with high scores (empirically exceeding 0.5) but also with assessment 
consistency among annotators (all scores of annotators empirically exceed 0.5) to ensure the quality of the perturbed text.

Consequentially, we get the high-quality dataset owning the following advantages:
Balance Our dataset is balanced across labels since we re-sample non-toxic/toxic text with the ratio of 1:1. In addition, the 

number of samples in every perturbation type is equal for ensuring the balance across types.
Toxicity Diversity Our dataset has a high toxicity diversity since it inherits multiple types of toxicity from Jigsaw, including 

hate speech, social bias, offensive content, and so on.
Perturbation Diversity and Reality Our dataset has a high perturbation diversity, covering 9 types of perturbations. Moreover, 

these perturbations are widely used in real-world scenarios.
Consistency The perturbed text is semantically consistent with the original text, and the perturbation operations are consistent 

with the definitions. Specifically, we randomly select 50 samples for each type of perturbation to assess them and we get a score of 
0.88±0.07 averaged over all samples, and more than two masters assign a score exceeding 0.5 in 99% of the samples, indicating a 
high consistency of our dataset.

3.3. Detection methods comparison

In this section, we first systematically investigate the vulnerability of current methods when they detect increasing types of 
perturbed toxic text based on the constructed dataset. We then present our continual learning approach for toxicity detection.

3.3.1. Perturbation-wise detection on perturbed text
There are many methods to detect toxic text, and part of them fine-tune pretrained language models (Akram, Shahzad, & Bashir, 

2023; Li, Zeng, Li, & Sun, 2024; Mousa, Shahin, Nassif, & Elnagar, 2024; Vallecillo-Rodríguez, Plaza-Del-Arco, & Montejo-Ráez, 
2025) (e.g., BERT (Devlin, Chang, Lee, & Toutanova, 2019)) for adapting to the specific type of perturbed toxic text. To verify 
the vulnerability of these existing methods against text perturbed by dynamically changing perturbations, we perform two types of 
functional detection, including:

(1) Zero-shot Detection by Existing Normal Detectors
For the existing detectors, we quantitatively analyze their weaknesses against perturbed text without performing extra adjust-

ments for any perturbations.
(2) Cross-perturbation Detection by Detectors Fine-tuned on Specific Perturbations
For the methods that fine-tune pretrained language models on specific perturbed text, showing adaptability to associated 

perturbations to some extent. In our study, we further quantitatively investigate the vulnerability of such detectors against newly 
appeared perturbations by performing cross-perturbation testing.

Accordingly, we expect to answer the questions:
Q1: To what extent will the performance of existing detectors decline against varying perturbations?
Q2: To what extent will the performance of detectors fine-tuned on specific types of perturbations decline against newly emerged 

perturbations?
7 
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Fig. 3. Comparison of detection paradigms. (a) and (b) denote joint and separate fine-tuning, respectively. (c) denotes continual learning paradigm 
that can constantly adapt to the increasing types of perturbed text.

3.3.2. Continual detection on perturbed text
Malicious users employ dynamically changing perturbations to circumvent the detectors. The performance of existing methods 

will be limited when they encounter changing perturbations. Specifically, joint fine-tuned detector optimizes the parameters with 
all data, as Eq. (4) shows. 

𝜃∗ = 𝐚𝐫𝐠𝐦𝐢𝐧𝜃
∑

(𝑥𝑗 ,𝑦𝑗 )∈𝐷
𝐿(𝐹 (𝑥𝑗 ; 𝜃), 𝑦𝑗 ), (4)

where 𝜃 denotes the parameters of detector 𝐹 , and 𝐷 denotes the all dataset. 𝐿 is the classification loss. In other words, joint 
fine-tuned detector does not consider the changing nature of perturbation over time and it combines and employs all the data to 
optimize a detector, as Fig.  3(a) shows. Once a new type of perturbation is created, the detector must be re-trained on all data to 
ensure its’ adaptability to the new type of perturbation, which makes the detector not flexible along time and entails more cost.

Moreover, separate fine-tuned detectors are separately optimized for every single type of perturbation, as Eq. (5) shows. 
𝜃∗𝑖 = 𝐚𝐫𝐠𝐦𝐢𝐧𝜃𝑖

∑

(𝑥𝑗 ,𝑦𝑗 )∈𝐷𝑝𝑖

𝐿(𝐹𝑖(𝑥𝑗 ; 𝜃𝑖), 𝑦𝑗 ), (5)

where 𝜃𝑖 denotes the parameters of the 𝑖𝑡ℎ detector 𝐹𝑖 for the 𝑖𝑡ℎ perturbation 𝑝𝑖, and 𝐷𝑝𝑖  denotes the associated dataset. That is 
to say, separate fine-tuned detectors are separately trained for every single type of perturbation as Fig.  3(b) shows. Hence, a new 
detector must be trained when a new type of perturbation appears such that the number of detectors will increasingly explode with 
the types of perturbation.

In summary, existing fine-tuned methods are not flexible for changing perturbations and consume more resources, e.g., storage.
To address this issue, we treat the text perturbed by different perturbations as the text distributed in different perturbation 

domains. Hence it is natural to detect the dynamically changing perturbed text via domain incremental learning as Fig.  3(c) shows, 
which aims to enable a detector to continuously and flexibly detect previous and new types of perturbed toxic text along the lifetime 
of the detector. Specifically, given a perturbation (domain) 𝑝𝑖 at the 𝑖𝑡ℎ moment, the associated dataset 𝐷𝑝𝑖 = {(𝑥𝑗,𝑝𝑖 , 𝑦𝑗 )}, where 
𝑥𝑗,𝑝𝑖  denotes text perturbed by 𝑝𝑖 and 𝑦𝑗 ∈ {𝑡𝑜𝑥𝑖𝑐, 𝑛𝑜𝑛 − 𝑡𝑜𝑥𝑖𝑐} denotes the truth label. Ideally, we hope the detector could adapt to 
both previous and newly appeared perturbed text: 

𝜃∗ = 𝐚𝐫𝐠𝐦𝐢𝐧
𝜃

𝑇
∑

(𝑥𝑗,𝑝𝑖 ,𝑦𝑗 )∈𝐷𝑝𝑖

𝐿(𝐹 (𝑥𝑗,𝑝𝑖 ; 𝜃), 𝑦𝑗 ), (6)

where (𝑥𝑗,𝑝𝑖 , 𝑦𝑗 ) denotes the 𝑗𝑡ℎ sample in the 𝐷𝑝𝑖  perturbed dataset, 𝑝𝑖 is the perturbation appearing at the 𝑖𝑡ℎ moment during usage 
𝑇  of detector 𝐹 .

In this way, we hope to answer the following question:
Q3: Can domain incremental learning make detectors continuously adapt to toxic text perturbed by dynamically changing perturbations?

3.3.3. Our continual detector DynDetect
There is no continual learning method available for addressing incremental toxicity detection across perturbation domains. In 

this subsection, we present a naive method DynDetect for perturbation domain incremental toxicity detection.
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Table 2
Results for perturbation-wise detection on separately perturbed text using existing normal detectors. ‘raw’ and 
‘pert’ denote the text without/with perturbation. The best performance without/with perturbation in each 
category is highlighted in blue/brown bold, respectively. The subscript indicates the relative performance 
degradation.
Detectors Insert Repeat Swap Mv Homo Mask Abbr Auth Dis Avg

Google raw 87.1 85.4 85.8 84.8 94.3 87.9 86.6 87.8 86.5 87.4
pert 77.2 64.6 70.5 60.5 64.8 63.3 50.9 66.4 64.4 64.725.9%

OpenAI raw 82.4 82.4 77.0 75.7 91.6 84.6 80.0 89.0 89.3 83.6
pert 66.1 52.2 61.1 56.5 50.8 59.3 51.0 84.5 81.1 62.525.2%

LLama3 raw 83.0 84.8 79.2 79.0 90.5 84.2 83.9 90.0 89.5 84.9
pert 38.6 34.0 38.2 39.3 42.7 38.8 30.8 50.8 50.2 40.452.4%

ChatGPT raw 81.8 80.8 76.8 75.7 88.2 83.1 79.4 89.0 88.6 82.6
pert 69.5 74.6 61.0 60.0 76.4 58.3 45.2 55.7 50.0 61.225.9%

ToxBERT raw 70.5 70.7 70.2 68.7 77.7 71.2 70.1 73.9 75.7 72.1
pert 60.9 61.0 58.8 58.3 53.5 55.9 58.3 73.3 75.1 61.714.4%

ToxRoBERTa raw 82.6 80.3 77.3 78.0 89.8 82.9 82.4 86.7 85.5 82.8
pert 50.9 50.4 51.2 52.3 50.1 50.3 51.4 55.3 79.8 54.634.0%

Original raw 89.4 87.8 88.0 86.7 95.2 90.3 88.4 90.0 89.3 89.5
pert 61.6 63.8 61.9 57.7 57.0 59.3 56.0 71.9 75.7 62.729.8%

Multilingual raw 87.9 85.2 85.6 84.2 92.3 88.3 86.5 87.1 86.6 87.1
pert 60.2 58.5 56.4 57.0 82.5 59.2 52.6 66.6 81.9 63.926.6%

Unbiased raw 85.9 86.8 81.9 82.4 91.2 86.1 86.2 85.7 86.3 85.8
pert 51.3 51.0 53.3 53.4 50.1 51.9 51.5 78.6 80.1 57.932.5%

We first employ BERT to encode the sample 𝑠𝑖 to get its feature 𝑓𝑖: 
𝑓𝑖 = BERT(𝑠𝑖) (7)

The classifier then assigns toxic/non-toxic label 𝑦̂𝑖 to the sample: 
𝑦̂𝑖 = Classifier(𝑓𝑖) (8)

Moreover, to deal with the catastrophic forgetting issue in continual learning, we propose to replay the feature-level knowledge in 
previous perturbation domains for the new domain. Specifically, we replay memory samples from the old domains and maximize the 
similarity between memory features encoded by models at the old and current times, where the memory samples will be selected 
from the training dataset by employing widely used k-means clustering, i.e., the samples closest to cluster centers computed by 
k-means will be selected as the memory samples. Since memory features encapsulate knowledge in corresponding perturbation 
domains, our replaying strategy ensures the current model preserves the prior knowledge. The continual learning loss is computed 
as: 

𝐿𝑘𝑙,𝑓 = −
𝑇
∑

𝑖
𝑙𝑜𝑔(𝑑𝑖𝑎𝑔(𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝐅𝑜𝑙𝑑

𝑚𝑖
× 𝐅𝑛𝑒𝑤

𝑚𝑖
))), (9)

where 𝐅𝑜𝑙𝑑
𝑚𝑖

 and 𝐅𝑛𝑒𝑤
𝑚𝑖

 respectively represent the extracted features by the 𝑜𝑙𝑑 and 𝑛𝑒𝑤 models from the 𝑖𝑡ℎ moment’s memory samples. 
× and 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 denote the matrix product and normalization function, respectively. 𝑑𝑖𝑎𝑔 denotes the diagonal elements of the 
product, which represents the feature similarity of memory samples.

The final objective for our task is the combination of the toxicity detection task and the continual learning task, defined as: 
𝐿 = 𝐿𝑐𝑙𝑠 + 𝐿𝑘𝑙,𝑓 , (10)

where 𝐿𝑐𝑙𝑠 = − 1
|𝐷|

∑

|𝐷|

𝑖=1 𝑦𝑖 log(𝑦̂𝑖) is the main classification loss. The training is conducted using training samples to optimize the 
above objective.

4. Experiments

In this section, we explore the aspects mentioned above via experiments and use accuracy as the metric.

4.1. Experimental setup

We mainly conduct two types of experiments to compare the traditional methods and our proposed continual method as follows:

• Firstly, in Section 4.2, we utilize the existing detectors and the traditional fine-tuning methods to recognize toxicity for every 
type of perturbed text to quantitatively evaluate their vulnerability when the types of perturbed text are dynamically increasing. 
Specifically, we employ the existing detectors to detect toxicity in the perturbed text without fine-tuning, i.e., zero-shot 
detection. Also, we fine-tune the detectors on specific types of perturbed text and then test them on unseen types of perturbed 
text to simulate the situation in which detectors encounter the newly created perturbations, i.e., cross-perturbation detection.
9 
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Table 3
Results for cross-perturbation detection using detectors fine-tuned on specific perturbations. Note that row and 
column names denote the perturbation for training and testing, respectively. We employ the bert-base-uncased as 
the encoder.
 Insert Repeat Swap Remove Homo Mask Abbr Auth Distract Avg  
 Joint 85.39 84.39 86.17 86.63 81.76 85.09 84.08 92.50 91.11 86.35 
 Separate 81.22 83.93 85.78 84.85 80.99 84.08 80.45 92.66 90.80 84.97 
 Insert 81.22 74.11 60.51 61.67 72.26 77.90 69.01 50.00 50.00 66.30 
 Repeat 50.00 83.93 50.54 50.46 50.00 50.00 50.77 50.00 50.00 53.97 
 Swap 52.01 51.08 85.78 79.98 52.86 62.67 73.42 50.08 50.08 62.00 
 Remove 79.52 60.20 80.76 84.85 72.02 79.75 72.02 50.23 50.08 69.94 
 Homo 53.71 68.47 63.91 67.47 80.99 57.42 60.66 51.00 50.00 61.51 
 Mask 73.72 76.28 73.42 70.79 73.96 84.08 70.79 50.00 50.00 69.23 
 Abbr 58.27 73.11 79.68 77.20 68.55 72.64 80.45 50.00 51.31 67.91 
 Author 50.77 53.86 64.91 70.32 55.10 55.18 53.79 92.66 89.72 65.15 
 Distract 50.77 58.35 56.26 62.06 51.08 52.94 54.87 91.89 90.80 63.22 

• Next, in Section 4.3, we conduct continual learning methods and quantitatively evaluate their continual adaptation on the 
increasing types of perturbed text. Specifically, we will test the existing continual learning baselines and our proposed 
DynDetect, to evaluate the continual performance of them against increasing types of perturbed text, i.e., continual detection. 
Furthermore, we also conduct related analysis experiments to analyze the effectiveness of DynDetect.

4.2. Perturbation-wise detection on perturbed text

Zero-shot Detection by Existing Detectors To examine the vulnerability of existing normal detectors against different 
perturbations, we detect the toxic text before/after perturbations and compare the performance based on three types of widely 
used normal detectors: (1) Commercial APIs, (2) LLM based detectors, and (3) Pretrained detectors. The details of three types of 
normal detectors:

(1) Commercial APIs: Content moderation APIs from Google (i.e., PerspectiveAPI) (Lees et al., 2022) and OpenAI (Markov et al., 
2023).

(2) LLM based detectors: We question LLama3 (Meta-Llama-3-8B-Instruct) (MetaAI, 2024) and ChatGPT (OpenAI, 2022) whether 
the text is toxic.

(3) Pretrained detectors: Detoxify (110M) (Hanu & Unitary team, 2020) (versions of original, multilingual, and unbiased), we adopt 
all three variations of detectors released by the Detoxify team, including Original, Multilingual, and Unbiased, which are fine-tuned 
on the Jigsaw dataset. And ToxBERT/ToxRoBERTa (110M) (Hartvigsen et al., 2022) are fine-tuned on the ToxiGEN dataset.

As Table  2 shows, all normal detectors suffer from sharp performance degrades after perturbations, where the absolute accuracy 
score drops by up to 44.54 points and at least 10.41 points. Many detectors even perform nearly at the random level when detecting 
some types of perturbed text. For example, the OpenAI content moderation API only gets an accuracy of 50.77% when detecting 
the text perturbed with Homoglyph.

Now, we can answer Q1. Existing normal detectors are seriously vulnerable against perturbations.
Cross-perturbation Detection by Detectors Fine-tuned on Specific Perturbations To analyze the performance degradation 

of detectors fine-tuned on specific perturbation against newly appeared ones, we fine-tune BERT on a specific perturbation and 
then test the detector on others, which we call cross-perturbation detection. Please note that joint fine-tuning utilizes all types of 
perturbed text together, and its performance can be considered the reference upper bound. Separate fine-tuning trains a detector for 
each perturbation, and then the detector is utilized to conduct cross-perturbation detection on the remaining perturbations. Table 
3 shows the results.

It is clear that detectors fine-tuned on a specific perturbation can reach superior performance on this associated perturbation, 
but their performance degrades significantly on newly appeared types of perturbations. For example, the accuracy of the detector 
fine-tuned on the Repeat perturbation is 83.93%, close to the upper bound, but it dramatically drops to nearly a 50% score on all 
newly appeared types of perturbations.

From these results, we can answer Q2. The detectors fine-tuned on specific type of perturbed text can adapt well to the associated 
perturbation, but they cannot fit newly appeared ones, and they even perform randomly on many new perturbations.

4.3. Continual detection on perturbed text

To investigate how our proposed continual detection approach DynDetect performs on the dynamically perturbed text, we modify 
typical methods widely used in domain continual learning as baselines, including:

LFL (Jung, Ju, Jung, & Kim, 2016) reduces knowledge forgetting by regularizing the parameters between old and new classifiers.
EWC (Kirkpatrick et al., 2017) uses the Fisher matrix to assess parameter importance and applies weighted regularization based 

on that importance.
LWF (Li & Hoiem, 2017) transfers knowledge by having the old model generate pseudo-labels for the new model.
10 
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Table 4
Average accuracy of continual detection on perturbed text in different moments. T𝑖 denotes 𝑖𝑡ℎ moment during the 
detector usage. The best continual learning performances are highlighted in bold.
 T1 T2 T3 T4 T5 T6 T7 T8 T9  
 Streamre 84.23 77.22 62.60 69.73 61.98 71.91 68.60 57.20 65.08 
 Stream 84.23 84.64 76.52 77.36 78.17 79.55 79.73 74.28 78.26 
 LFL 83.46 82.88 77.15 76.59 75.30 78.25 78.44 75.01 78.15 
 EWC 84.66 84.88 76.41 78.48 77.89 80.89 78.64 76.01 79.32 
 LWF 83.46 85.08 79.39 79.86 76.31 76.92 75.56 72.58 72.30 
 GEM 83.94 84.83 78.39 79.96 80.82 80.76 80.56 78.47 80.99 
 EPI 84.12 81.46 81.60 79.13 79.90 78.23 76.98 78.26 79.20 
 CEAR 84.35 84.39 72.56 78.60 80.45 80.97 81.22 81.30 80.60 
 DUCT 78.75 75.51 67.6 67.97 66.86 69.47 70.82 67.29 62.98 
 SOYO 80.47 81.1 80.11 79.67 79.52 79.46 79.27 79.66 80.07 
 DynDetect 84.80 85.61 82.32 82.82 82.65 83.27 82.58 81.05 82.90 

Table 5
Detailed results for continual detection methods against the different types of perturbed text. The best average 
performances are highlighted in bold. Please find more detailed results under different orders in the Table  12-14 in 
the appendix.
 Order: Mv Swap Repeat Insert Homo Abbr Mask Dis Auth Avg

 Streamre 67.08 62.83 53.09 52.32 58.89 52.09 56.88 90.03 93.12 65.15 
 Stream 81.84 81.22 61.05 75.73 74.81 70.09 81.07 91.89 92.89 78.95 
 LFL 82.30 79.83 55.95 80.37 75.27 74.42 80.68 90.11 92.74 79.07 
 EWC 82.30 80.76 64.37 76.51 77.28 76.97 81.68 90.65 91.73 80.25 
 LWF 63.37 64.53 69.55 68.78 57.88 62.06 65.92 71.79 64.68 65.40 
 GEM 82.77 81.07 69.01 76.66 76.74 79.60 82.53 89.72 92.58 81.19 
 EPI 72.95 69.09 80.99 73.11 78.05 77.13 77.51 90.88 93.04 79.19 
 CEAR 73.34 72.49 74.88 76.28 73.03 74.88 73.26 86.09 88.87 77.01 
 DUCT 71.33 73.11 73.03 76.51 72.02 72.26 73.8 50.00 50.00 68.01 
 SOYO 79.52 80.91 77.51 76.97 75.81 78.75 79.06 84.78 87.79 80.12 
 DynDetect 82.46 82.15 80.68 78.21 77.36 76.74 83.38 92.04 92.74 82.86 

GEM (Lopez-Paz & Ranzato, 2017) stores gradient information from past tasks and, when learning new tasks, constrains the 
gradient direction of the current task to prevent it from conflicting with the gradient directions of old tasks.

EPI (Wang et al., 2023) trains task-specific prefix parameters for each task and identifies the task IDs of test samples to select 
the appropriate prefix parameters for classification.

CEAR (Zhao, Cui, & Hu, 2023) learns memory-insensitive prototypes and uses memory augmentation to reduce overfitting and 
enhance performance.

DUCT (Zhou et al., 2025) proposes dual consolidation to construct a unified representation space applicable to multiple domains 
and integrate backbones from different moments to mitigate the forgetting.

SOYO (Wang et al., 2025) introduces a gaussian mixture compressor and feature re-sampler to store balance prior domain data, 
and proposes a multi-level feature fusion network to enhance domain feature extraction, boosting the domain-incremental learning 
ability.

We reproduce the results for these baselines with officially released codes by the authors. The number of replay samples is set 
to 5 for continual learning methods.

In addition, according to the widely used reference in continual learning, the joint and separate fine-tuning perform as the 
upper bound of incremental learning, and the stream fine-tuning performs as the lower bound, where the detector is fine-tuned 
sequentially for each perturbation and the method includes two variants according to with/without restart detector facing new 
perturbation, termed as Streamre and Stream, respectively.

4.3.1. Continual detection analysis
we conduct experiments on four orders of the increment perturbation types: (1) Order-1 is a gradual change of perturbation 

types from the character level to the word/phrase level and then to the sentence level. (2) Order-2 reverses the Order-1, (3)
Order-3 randomly changes the Order-1 in the same character/word/sentence level, e.g., Swap becomes the first in character level 
perturbations, (4) Order-4 randomly changes the Order-1 among different levels, e.g., sentence level perturbations first and then 
character level ones.

The results in Table  4 demonstrate that our proposed DynDetect method outperforms all continual learning baselines. In the 
perturbed text, there is but only disparity among different perturbation types, and the operation randomness also exists in the same 
perturbation types. Hence, the representative features encoded by the detector are complicated. However, the existing baselines 
only consider label-level distillation or hard constraints for detector parameters, such that the direct retainment of these baselines is 
11 
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Fig. 4. Accuracy change of different perturbations during the continual learning process. Every column denotes the accuracy change of every 
type of perturbation.

weak. Whereas our proposed method directly replays previous features to ensure stronger and more explicit retention, which makes 
our method outperform the baselines.

Moreover, the overall performance of our method (𝑇9 column in Table  4) reaches significant improvements over existing normal 
detectors and detectors fine-tuned on specific perturbations in Tables  2 and 3 (Avg column). Furthermore, Table  5 shows the detailed 
results on different types of perturbation. We can find that our method achieves the best overall performance. That is, when new 
types of perturbations keep emerging, our method can maximize the identification of toxic text among all types of perturbed text. In 
addition, Fig.  4 shows the accuracy change during the continual learning process. Overall, we find a phenomenon that the accuracy 
would drop midway but then recover. We argue this is because the detection ability for seen perturbations will be corrupted when 
the detector encounters the new perturbations but will be gradually recovered from the memory samples over time. For example, the 
performance for Remove significantly declines to 73.0 when the detector firstly encounters the Repeat, but the performance recovers 
to 82.0 at the last moment.

We can now answer Q3. The domain incremental learning enables the detector to constantly recognize changing perturbed toxic 
text and exhibit superior performance.

4.3.2. Perturbation order sensitivity analysis
To examine the impact of perturbation orders, we compare the overall performances of continual detection methods under 

different orders. As Table  6 shows, we can find that our DynDetect is always the best among all methods. Finally, all continual 
learning methods under various orders consistently beat normal detectors and those fine-tuned on specific perturbations, which 
clearly proves the necessity and superiority of the continual learning for toxicity detection against increasing types of perturbed 
toxic text. 

4.3.3. Ablation analysis
We conduct different ablated variants to illustrate the effectiveness of different strategies/components, as Table  7 shows.
Firstly, we remove the feature similarity maximization strategy to analyze the effectiveness (termed as DynDetect-fsm). Without 

the feature similarity maximization strategy, the performance declines across different task orders, even worse than CEAR due to 
the absence of explicit transfer between different moments. Furthermore, we remove the sub-strategy that we mix the memory 
samples during continual training at every moment (termed as DynDetect-mixture) and remove the sub-strategy that we post-train 
the detector with the memory samples after training on perturbed text at every moment (termed as DynDetect-post). After removing 
these strategies, the overall performance of the detector declines despite these variants that may achieve local best performance in 
some individual orders. In conclusion, the results show the effectiveness of different strategies in our method.
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Table 6
Overall performance for different perturbation orders.
 Order-1 Order-2 Order-3 Order-4 Avg  
 Streamre 65.64 63.41 65.15 66.11 65.08 
 Stream 79.49 74.08 78.95 80.49 78.26 
 LFL 79.48 74.19 79.07 79.85 78.15 
 EWC 79.81 75.43 80.25 81.80 79.32 
 LWF 72.29 74.94 65.40 76.56 72.30 
 GEM 80.51 80.23 81.19 82.03 80.99 
 EPI 79.03 79.50 79.19 79.07 79.20 
 CEAR 82.71 80.04 77.01 82.65 80.60 
 DUCT 66.87 56.81 68.01 60.23 62.98 
 SOYO 80.18 79.99 80.12 79.98 80.07 
 DynDetect 83.29 82.15 82.86 83.29 82.90 

Table 7
The performance of different ablated variants.
 Order-1 Order-2 Order-3 Order-4 Avg  
 DynDetect 83.29 82.15 82.86 83.29 82.90 
 DynDetect-fsm 77.82 81.10 81.43 81.80 80.54 
 DynDetect-post 81.39 82.72 82.33 83.02 82.37 
 DynDetect-mixture 80.78 81.06 84.03 82.96 82.20 

Fig. 5. Results under different numbers of memory samples.

4.3.4. Memory number analysis
To explore how detection capacity of DynDetect changes with the number of memory samples, we adjust the number and conduct 

associated experiments. As illustrated in Fig.  5, the performance variation trends under different numbers exhibit similarity. We 
suggest this consistency may stem from the inherent patterns and disparities in perturbations that emerge at distinct moments. 
Notably, as the number of memory samples increases, the detector’s performance demonstrates enhanced stability, particularly 
from the 𝑇3 to 𝑇7 time intervals. Additionally, the results show that more memory samples generally improve performance, which 
is most pronounced when the number is set to 20. However, from 𝑇6 to 𝑇9, increasing the sample number from 10 to 20 yields 
diminishing performance gains, indicating that the performance increment may approach a saturation point. In summary, adding 
more memory samples usually improves detection performance to some extent, but a saturation may exist for the improvement over 
the time.

4.3.5. Cross dataset generalization analysis
To explore the generalization of DynDetect, we conduct a cross-dataset testing experiment. Specifically, we employ different 

methods to detect the toxic text in the NoisyHate (Ye et al., 2025) dataset, where the dataset is composed of mixed perturbed text 
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Table 8
The performance on NoisyHate dataset. Best score is highlighted in bold.
 Streamre Stream LFL EWC LWF GEM EPI CEAR DUCT SOYO DynDetect 
 69.9 74.4 76.1 72.1 63.5 71.7 43.0 72.4 62.8 71.5 78.6  

Fig. 6. The error percentage comparison between fine-tuning (FT) and continual learning (CL) methods on each perturbation.

by 5 perturbations and the perturbed text is human-written and collected online. As Table  8 shows, our proposed DynDetect achieves 
the best performance, even largely outperforming the previously best method (67.2) (Ye et al., 2025) (exceeding 11.4 points) in 
NoisyHate, which illustrates the generalization of DynDetect on even unseen mixed perturbed text in the wild. 

4.3.6. Error analysis
We analyze the proportions of error samples wrongly predicted by fine-tuning (FT) and continual learning (CL) as Fig.  6 shows. 

There are mainly two categories of errors:
(1) Error samples that FT detectors cannot detect but our CL detector can (blue bars). Error case:
Raw: you are dumb...
Pert: yo$=⋅ u are du,m×b...
This case is perturbed by Insert. The FT detector trained on this perturbation succeeds but those trained on Repeat, Swap, 

Homo., Distract, Authorize all fail, showing their vulnerability against newly appeared perturbations. In contrast, our CL method 
incrementally learns new perturbations while preserving the knowledge of old perturbations, and can constantly detect the perturbed 
toxic text.

(2) Error samples that either CL or FT detectors cannot detect (orange bars). Error case:
Raw: Your edit to 2100 don’t be stupid...

Pert: Yoru edti ot 2100 don’t eb tsupid...
This case is perturbed by Swap. The FT detector succeeds once on its associated perturbation (T3) but fails on all other ones. 

Our CL method succeeds from T3 to T7 but fails after the T8 moment. This suggests that our CL model can identify the toxic text 
when it first encounters the Swap perturbation and keeps the knowledge for a time period. However, the model still suffers from 
the forgetting problem over time, and thus losing the ability of detecting this type of perturbed text at later moments.

5. Conclusion

5.1. Summarization

The toxicity detectors’ adaptability to evolving perturbations is an extremely important but overlooked problem for safe online 
communication. In this paper, we develop a continuous toxicity detection benchmark for this problem. We first construct a toxicity 
detection dataset including 9 types of perturbations in an adversarial attack way, where the dataset is separately managed by 
the perturbation type. Using the dataset, we reveal the vulnerability of current methods against toxic text produced by changing 
perturbations. We then propose an effective incremental learning-based method that can adapt to changing perturbations.

Extensive experiments demonstrate the potential of our proposed continual detection paradigm towards the adaptability to 
evolving perturbations. We hope our research will inspire more efforts for the problem.
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5.2. Application discussion

Our proposed detector fine-tunes the bert-base-uncased pretrained language model, and the detector owns a total of 110M 
parameters, and the parameters will take 420MB of storage space to be saved. In addition, we store the fixed number of memory 
samples (set to 5) for each perturbation type, and it will take 12 KB of storage space to store the samples of each type. During the 
training stage, the optimization of the detector takes about 2.7 h of training time. When deployed, the detection speed can achieve 
0.008 s/item (120 items/s), which shows superior real-time detection capability.

5.3. Limitation

Our dataset, DynEscape, is auto-perturbed from the ordinary toxicity detection Jigsaw dataset. When we employ the wild, human-
written toxicity detection NoisyHate dataset to test our detector fine-tuned on the DynEscape, the performance will decline at 
different degrees. This may be contributed to the difference between perturbation operations on DynEscape and NoisyHate. Hence, 
it is worthy to further explore how to mitigate the performance degradation. At the same time, we only focus on English so far, and 
other languages are not explored yet.

In addition, our detector focuses on textual toxicity detection, so it is not able to detect multimodal toxic content. We think the 
detection of multimodal toxic content needs more comprehensive designs, such as multimodal feature encoding and cooperation 
among modalities, and it is more general in application scenarios. We also hope the researchers could solve the more general problem 
with us in the future, contributing to this practical problem.

Also, we analyze that there may also be some limitations: our detector cannot directly detect the text over 512 tokens since 
our used bert-base-uncased backbone only adapts to process the text shorter than 512. However, the limitation may be solved by 
many means. For example, we can cut the long text into many shorter spans and detect the spans item by item. On the other 
hand, we also can select other backbones with a large scale of parameters owning the processing ability for longer context, such as 
bert-large-uncased (accordingly, the memory to save becomes more).

5.4. Future work

We focus on the problem of making toxicity detectors adapt to continually changing perturbations. We encourage researchers 
to explore more types of perturbations to evade detectors for the purpose of improving detectors’ adaptability to changing 
perturbations. For example, with the wide application of LLMs, more LLM-based perturbations will appear to spread the toxic 
content, which will raise concerns for healthy communication. In addition, though we propose a continual learning-based method 
to solve the problem, there are many potential solutions we have not deeply explored yet, such as meta-learning and transfer 
learning-based methods.
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Table 9
Dataset comparison. Perturbed denotes whether the dataset is perturbed. Perturbation-
wise indicates whether the dataset is distinguished by the types of perturbations. Types
denotes the number of perturbation types employed in the datasets.
 Dataset Perturbed Perturbation-wise Types 
 Jigsaw (Kivlichan et al., 2020) 8 8 None  
 SBIC (Sap et al., 2020) 8 8 None  
 HateXplain (Mathew et al., 2021) 8 8 None  
 ToxiGEN (Hartvigsen et al., 2022) 8 8 None  
 TOXICN (Lu et al., 2023) 8 8 None  
 MuTox (Costa-jussà et al., 2024) 8 8 None  
 ToxCMM (Maity et al., 2024) 8 8 None  
 HatemojiBuild (Kirk et al., 2022) 4 8 1  
 NoisyHate (Ye et al., 2025) 4 8 5  
 OTH (Cooper et al., 2023) 4 8 1  
 DynEscape (Ours) 4 4 9  

Table 10
Statistics of DynEscape.
 Splits Repeat Remove Swap Abbr Mask Homo Insert Auth Dis Total  
 Train 2584 2584 2584 2584 2584 2584 2584 2584 2584 23,256 
 Valid 430 430 430 430 430 430 430 430 430 3870  
 Test 1294 1294 1294 1294 1294 1294 1294 1294 1294 11,646 

Appendix

A.1. Details of experimental implementation

In all experiments, we use the bert-base-uncased model (110M) to encode the sentences, where the maximum sequence length 
is set to 360. The parameters of the models are updated using the AdaW optimizer with a learning rate of 2e-5. Additionally, the 
random seed for all experiments is set to 0, and training is conducted for 35 epochs with an early stopping strategy applied. All 
experiments are performed on the A800 GPU.

A.2. Datasets

A.2.1. Introduction of existing datasets
Jigsaw (Kivlichan et al., 2020) is composed of English content collected from online platforms like Twitter (now called X).
SBIC (Sap et al., 2020) includes social media posts that focus on social bias against specific groups, such as ‘Muslims’.
HateXplain Mathew et al. (2021) is a collection of online social posts aimed at researching explainable hate speech detection.
ToxiGEN (Hartvigsen et al., 2022) is the first English dataset generated by large language models (LLMs) for toxicity detection, 

created in response to the growing use of LLMs.
TOXICN (Lu et al., 2023) is a Chinese toxicity dataset designed to support fine-grained detection of toxicity in Chinese, including 

the type and expression of toxicity.
MuTox (Costa-jussà et al., 2024) and ToxCMM (Maity, Poornash, Saha, & Bhattacharyya, 2024) are multimodal toxicity detection 

datasets that include not only text but also audio (MuTox) and video (ToxCMM).
HatemojiBuild (Kirk et al., 2022) and OTH (Cooper et al., 2023) datasets focused on emoji-based and homoglyph-based perturbed 

toxicity detection, aiming to enhance the robustness of detectors against toxic text that includes emojis or homoglyphs.
NoisyHate (Ye et al., 2025) combines five types of perturbed toxic text to strengthen the robustness of the detectors against 

various perturbations.
Compared with our DynEscape, existing datasets consider only a few or no perturbations. Moreover, they mix all perturbed text 

together, i.e., they are not perturbation-wise, which hinders the exploration of the dynamically changing property of perturbations 
(see Tables  9 and 10). 

A.2.2. The implementation details for dataset construction
In perturbation implementation, we employ online toxic words collected by Google, which are available by https://github.com/

coffee-and-fun/google-profanity-words/tree/main (the toxicity-relevant words are illustrated in Fig.  9), and we set perturbation 
rate to 20%, i.e., 20% of the words in the original text are perturbed. We utilize punctuation as special characters from the Python 
package ‘string ’, and we collect homoglyphs from the ‘homoglyphs’ python tool to replace the characters. In addition, we collect 
the abbreviations/slangs from the online resources, including ‘onlineslangdictionary.com’,‘slang.net’, ‘www.acronymfinder.com’ and 
16 
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Table 11
The prompt of Authorization perturbation. ROLE denotes the placeholder of a specific 
expert.
 Prompt

 System You are a helpful role player who can role as different experts
in different domains!

 

 User Please role as a ROLE. Introduce how you are widely acceptable
and authoritative.

 

Fig. 7. Illustration of expert roles.

‘acronymsandslang.com’. The employed instruction prompts for Authorization are shown in Table  11 and expert roles are illustrated 
in Fig.  7.

Specifically, Alg. 1 presents the algorithm for the perturbation procedure. And the format for our DynEscape dataset is shown in 
Fig.  8. 
Algorithm 1 Algorithm for Perturbation Procedure
1: Input: perturbation method 𝑝 and perturbation rate 𝑟; text 𝑇  and associated label 𝑦𝑇
2: Output: perturbed text 𝑇𝑝 with method 𝑝
3: Select important words: 𝑊𝑇 ← 𝑆𝑒𝑙𝑒𝑐𝑡𝑜𝑟(𝑇 )
4: 𝑃𝑒𝑟𝑡𝑢𝑏𝑎𝑡𝑜𝑟 ← 𝐼𝑛𝑖𝑡𝑃 𝑒𝑟𝑡𝑢𝑏𝑎𝑡𝑜𝑟(𝑚𝑒𝑡ℎ𝑜𝑑 = 𝑝)
5: Maximum number of attempts: 𝐶 ← 5
6: 𝑡𝑟𝑦 ← 0
7: while 𝑡𝑟𝑦 ≤ 𝐶 do 
8: for each word 𝑤𝑖 ∈ 𝑇 , 𝑖 ∈ {1, 2, ..., |𝑇 |} do 
9: if 𝑤𝑖 ∈ 𝑊𝑇  then 
10: 𝑤𝑖,𝑝 = 𝑃𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑜𝑟(𝑤𝑖)
11: else 
12: if 𝑟𝑎𝑛𝑑𝑜𝑚.𝑟𝑎𝑛𝑑() ≤ 𝑟 then 
13: 𝑤𝑖,𝑝 = 𝑃𝑒𝑟𝑡𝑢𝑏𝑎𝑡𝑜𝑟(𝑤𝑖)
14: end if
15: end if
16: end for
17: 𝑇𝑝 = [𝑤1,𝑝, 𝑤2,𝑝, ..., 𝑤|𝑇 |,𝑝]
18: 𝑡𝑟𝑦 ← 𝑡𝑟𝑦 + 1
19: if 𝐷𝑒𝑡𝑒𝑐𝑡𝑜𝑟(𝑇𝑝) ≠ 𝑦𝑇  then 
20: return 𝑇𝑝
21: end if
22: end while

A.2.3. Discussion about changing perturbations
The perturbations are constantly evolving, and the types of them will increase accordingly. Broadening our train of thought, it 

might be possible to embed toxic text into non-toxic text in the form of an acrostic poem. Alternatively, it is also possible to make 
toxic text visually through many meaningless words as a whole. Even the continuous evolution of the meanings of slang can lead 
to changing the types of perturbations. Hence, the types of perturbations are not fixed and will be increasingly created by users, 
especially as it becomes easier to employ LLMs’ ability of instruction following to perturb toxic text for bypassing detectors.
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Fig. 8. Illustration of format for our DynEscape dataset.

Fig. 9. Illustration of toxicity-relevant words.

In summary, it is important to study the changing perturbations and the adaptability to them for keeping healthy communication. 
However, since the perturbations are constantly changing, we cannot exhaust all types of perturbations. Therefore, we construct the 
data based on the commonly used existing perturbation types so as to conduct research on the problem of toxicity detection when 
the types of perturbations increase.

A.3. Extra experimental results

A.3.1. Detailed results under different orders
Tables  12–14 show the performance on the different types of perturbations when the detector is fine-tuned under different orders. 

We can find that our method achieves the best overall performance under different orders.
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Table 12
Detailed results for continual detection methods against the different types of perturbed text. The best average
performances are highlighted in bold.
 Order: Insert Repeat Swap Mv Homo Mask Abbr Auth Dis Avg

 Streamre 54.25 58.58 61.44 66.62 55.18 56.88 54.10 92.04 91.65 65.64 
 Stream 78.13 57.34 82.15 81.07 78.36 76.43 76.97 93.35 91.65 79.49 
 LFL 76.51 58.96 79.52 81.30 78.44 79.52 77.59 92.66 90.80 79.48 
 EWC 79.21 59.43 79.98 81.07 77.13 78.98 79.37 91.27 91.81 79.81 
 LWF 79.68 64.37 76.12 75.12 75.27 77.67 78.67 66.31 57.42 72.29 
 GEM 82.30 57.26 82.77 83.08 78.67 78.21 80.45 91.50 90.34 80.51 
 EPI 71.64 81.68 70.32 72.18 79.52 77.28 75.50 93.51 89.64 79.03 
 CEAR 79.06 76.43 81.45 83.77 78.75 81.14 78.90 92.97 91.96 82.71 
 DUCT 66.38 70.32 76.43 76.35 68.62 69.47 72.64 50.08 51.55 66.87 
 SOYO 77.2 77.43 80.99 79.44 75.81 79.29 78.75 87.79 84.93 80.18 
 DynDetect 82.53 75.19 82.92 84.00 79.21 80.06 80.29 93.43 91.96 83.29 

Table 13
Detailed results for continual detection methods against the different types of perturbed text. The best average
performances are highlighted in bold.
 Order: Dis Auth Abbr Mask Homo Mv Swap Repeat Insert Avg

 Streamre 50.00 50.00 65.61 76.43 64.37 57.57 58.19 66.62 81.92 63.41 
 Stream 62.44 65.38 74.65 73.26 75.73 73.18 76.20 82.46 83.46 74.08 
 LFL 61.90 59.97 76.74 78.28 68.62 78.36 80.22 79.60 84.00 74.19 
 EWC 63.45 60.51 76.89 81.61 76.97 76.12 77.98 81.22 84.08 75.43 
 LWF 74.19 67.00 78.67 73.18 68.01 75.89 78.90 79.37 79.21 74.94 
 GEM 82.84 84.39 77.20 80.60 77.90 74.42 78.52 82.92 83.31 80.23 
 EPI 90.88 93.66 77.13 76.35 79.98 71.64 69.71 82.46 73.72 79.50 
 CEAR 86.01 85.94 73.72 80.45 77.51 76.20 76.43 80.53 83.54 80.04 
 DUCT 51.08 63.76 60.97 43.43 71.79 53.09 52.16 56.34 58.66 56.81 
 SOYO 84.70 87.33 78.67 79.29 75.73 79.37 80.60 77.20 77.05 79.99 
 DynDetect 88.72 86.55 79.83 80.53 78.75 76.89 79.98 84.16 83.93 82.15 

Table 14
Detailed results for continual detection methods against the different types of perturbed text. The best average performances are highlighted in
bold.
 Order: Insert Swap Homo Mask Auth Mv Abbr Repeat Dis Avg

 Streamre 57.11 62.21 57.96 58.96 92.19 67.16 51.62 55.87 91.89 66.11 
 Stream 80.29 79.44 79.37 78.59 92.50 81.14 78.44 62.91 91.73 80.49 
 LFL 79.06 75.73 68.01 74.96 91.73 79.91 79.06 79.68 90.49 79.85 
 EWC 81.53 79.60 76.89 78.67 92.27 81.22 79.44 75.19 91.42 81.80 
 LWF 80.06 76.43 77.59 75.19 68.47 77.36 78.05 75.73 80.14 76.56 
 GEM 83.00 76.35 80.22 79.29 92.27 77.90 79.44 78.83 90.96 82.03 
 EPI 71.64 68.86 79.91 76.20 92.19 71.64 77.59 81.68 91.89 79.07 
 CEAR 78.98 78.59 80.37 80.06 90.88 82.30 79.29 83.31 90.11 82.65 
 DUCT 50.00 63.37 71.56 53.32 50.08 61.90 65.77 76.04 50.00 60.23 
 SOYO 77.28 80.6 75.43 79.29 87.64 78.83 78.52 77.28 84.93 79.98 
 DynDetect 81.84 79.37 80.22 80.99 92.66 77.74 81.38 83.85 91.58 83.29 

Table 15
Results for generalization test on combined perturbations.
 BERT𝐼𝑛𝑠𝑒𝑟𝑡 BERT𝑅𝑒𝑚𝑜𝑣𝑒 BERT𝑅𝑒𝑝𝑒𝑎𝑡 BERT𝑆𝑤𝑎𝑝 BERT𝐻𝑜𝑚𝑜 
 Joint 85.39 86.63 84.39 86.17 81.76  
 Separate 81.22 84.85 83.93 85.78 80.99  
 Insert-Remove 72.41 81.45 49.92 69.01 65.92  
 Insert-Repeat 75.43 64.06 66.85 60.05 80.91  
 Insert-Swap 73.11 79.60 50.00 72.57 64.53  
 Insert-Homo 74.19 76.35 50.00 58.04 70.79  
 Remove-Repeat 66.92 70.09 75.27 55.18 81.45  
 Remove-Swap 57.42 82.30 49.92 82.61 80.22  
 Remove-Homo 60.12 80.14 49.85 73.72 81.45  
 Repeat-Swap 66.00 69.47 75.43 55.41 80.91  
 Repeat-Homo 69.71 59.74 70.09 51.93 73.03  
 Swap-Homo 62.21 78.98 50.00 78.36 79.75  
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Table 16
Results for prototype based method on dynamically perturbed text. T𝑖 denotes 𝑖𝑡ℎ moment during the detector usage.
 T1 T2 T3 T4 T5 T6 T7 T8 T9  
 Prototype 77.51 70.02 58.74 63.44 56.12 64.32 64.04 55.22 52.84 

Table 17
Comparison between QWen3-0.6B and BERT-base based continual detec-
tors.
 Parameters Storage Training time Acc  
 Qwen3-0.6B 752M 2355MB 18.6H 77.17 
 BERT-base 110M 420MB 2.7H 82.90 

Table 18
Continual performance comparison.
 T1 T2 T3 T4 T5 T6 T7 T8 T9  
 DynDetect𝑄𝑤𝑒𝑛3 84.70 85.33 77.07 77.55 73.50 75.81 77.54 74.04 77.17 
 DynDetect𝐵𝐸𝑅𝑇 84.80 85.61 82.32 82.82 82.65 83.27 82.58 81.05 82.90 

A.3.2. Detection results of mixed perturbations
To further investigate the adaptability of detectors across different perturbations, we evaluate detectors fine-tuned on specific 

perturbations using text with mixed perturbations (e.g., text perturbed by both Insert and Remove together). The results are presented 
in Table  15.

From Table  15, we find that the performance almost drops, even when the mixed perturbations include the perturbation on 
which the detector has been trained. This indicates that fine-tuning detectors on specific perturbations is not sufficient, as users 
can still bypass detection by altering slightly the type of perturbation. While continuous detection can continuously fine-tune the 
detector according to the changing perturbations.

A.3.3. Meta-learning based detection
It is possible to employ the meta-learning method to detect perturbed text, and we implement the classical prototype method 

to explore its performance against evolving perturbed text. Specifically, we model the appeared/appearing perturbations as 
source/target domains, respectively. According to the prototype method, we detect the toxic text based on the distance between 
the source prototypes and the text from target domains. As Table  16 shows, the prototype does not perform well against evolving 
perturbations. We argue that the prototype method requires specifying source and target domains, and the number of domains 
usually is limited. When the number of domains continuously increases, the ability of the prototype method may be limited. However, 
in any case, meta-learning methods such as prototype provide a research direction for adapting to evolving perturbations. 

A.3.4. LLM-tuned continual detection
In the field of toxicity detection, given the requirements for low-cost and high-efficiency detection, researchers prioritize the 

use of lightweight detection backbone networks, such as pre-trained language models like BERT. Therefore, in this work, we select 
BERT-base as the backbone encoder.

Furthermore, considering that fellow researchers recognize the strong capabilities of Large Language Models (LLMs) demon-
strated in discriminative Natural Language Processing (NLP) tasks, we employ Qwen3-0.6B, whose the parameters are 7 times of 
that of BERT-base and required storage space is approximately 6 times that of BERT-base, as the backbone encoder of the detector 
and conduct fine-tuning for exploring its continual toxicity detection. As shown in Tables  17 and 18, we can observe that the 
detector based on Qwen3-0.6B not only significantly increases the number of parameters, storage costs, and training time, but also 
exhibits limited performance in the continual toxicity detection task. In fact, its performance is even inferior to that of the continual 
detector with BERT-base. We argue that although LLMs possess more powerful capabilities on discriminative task, the forgetting 
of the ability also becomes more severe and intractable in continual learning scenarios, which is consistent with the findings of 
existing studies (Kalajdzievski, 2024; Zhai et al., 2023). 

A.3.5. Glossary of terms
To make readers understand our work better, the following table shows the glossary of terms that may be confusing for readers 

(see Table  19). 

Data availability

Data will be made available on request.
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Table 19
Glossary of terms.
 Term Definition

 Perturbation-wise Detection Employ detector to recognize the toxicity
in every single type of perturbed text.

 

 Cross-perturbation Detection Employ the detectors fine-tuned on one
type of perturbed text to recognize the 
toxicity in another unseen types of 
perturbed text.

 

 Continual Detection Enable detectors to continually detect the
toxicity in the increasing types of perturbed 
text.
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